3

2.3
|

T BERREY
RILEEAR

(Public Certification Authority Certification Practice Statement

S

eﬂ

»

R I

-\

o

of Chunghwa Telecom > PublicCA CPS)
KA 1.4



1.

BENIE TS T L ] R 1
2R RN 1

BARFEABEET FW .. 2

131 ¢ R Q@ ¥ GFEEY & 2
1.3.2 3 # <~ (Registration Authority)................ 2
1.3.3 % 3 E(RepOSItOry) . oot 3

1.3.4 % = (Subscribers)# f; #f 18 # ¥ (Relying Parties).. 3
L3 0™ gl o 4

T 6
S 3 ¥ G 8
ABFEER 8
21,17 0@ BAEFEY BT oo 8
ZIZFLP"‘@%‘«;' .................................... 8
N T T - > A 9
LARHEEFE: ... 10
2LOREFEBT 10
R < = 11
22,1 R R Y §@E Y w2 FTE L 11
2. 2. 2R P S e 12
I > - PP 14
2. 3. L B R 14
2. 3. 2 A e 14
P TR o o P 14
R A A i T 14
2 A R 14
2.4. 2% A A E 15
2. 4. 3 R R 15




2 B B 15

2.0.1 GREF B ﬂ%? ............................. 15
2. D 2 B AT e 15
253ﬁp%ié%wﬁﬁﬁw ......................... 15
2. D AR B AR e 16
2.0 R BT . e e 16
2617 R BHEFEY TGN F oL 16
2.0, 2 O T E R R 16
2. 0. 3 B 17
2. 0. A BT 17
< PP 17
R U 17
2. 1281 A B B 17
2T 3P AR EAET T ZM G 18
2T AT FER ..o 18
2. DR E TR 18
2. T.6 /PR B2 R 18
28 FERBERAFE. ..o 19
2.8. lﬁﬁ‘?ip’“?%ﬁéiﬁﬁ ................................. 19
2.8. 22 B2 FTIMMAAT ... 19
283@1%L*%%@?ﬁ372@ ................... 19
2.8 4 ZTAAFE RFIT N ..o 20
2&5@*H£jq§mﬁ; ............................. 20
28068 T2 20
R R o 20
P I I A 3 20
B - o 22
R B B A - I~ S 22
S L 2 o B R R e 22
.13 & LN 2 FERAA 22
3. L A L e 22
. 1.0 b E R RIS 23




BLTHM I F R AL >N 23
S 18I AL FN 24
81O B A LA 2 HN 24
3.1 10K % & o BrME W2 /2R 25

2 L BAELIHEER. ..o 25
3. 2. 2 BB 25

J.3EBEAEZ ST I ., 26
A BB A e 26

S5 BT BT BT e, 26
SR, e 27

¥ FHBBAATA 27
2B FBELARR 27
BREIBELARR 28
ABBAEE BT Z R 28

[~ N~ N S

4.4 1 B b B2 Fd 28
A4 2BABEZY S 29
4. 4. 3BEFERI 2ARF 29
A4 A BRI Y ARSI 30
A ALY B2 T 30
A4 6FRBTBEZ Y G . 31
A4, TR B G2 AR 31
A A 8 MRt B2 PR . 31
4.4, 9B BEZALR 31
A4 10 @A FP EFMF oo 32
4411 BAEBEE G ABRR T oo 32
4.4 128 P AR AAPRTIE ..o 32
44138 P BEREAART ... 32
4.4 T4 B 5 A58 Bk S 33
4.4 10 BB A5V Bk v L2 AR 33




4.4.16 s4gmrtfapz B HsR g R 33
4.5 F AR 33
4.5, T Asedrd B80T . 33
D, 2 B A RIEAE S 34
B3RP TTH L 35
DLAFEP AR B 35
55%ﬁ£&%%aﬁﬁ ............................. 35
5.6
5.7
5.

e N e el

46'&&% ........................................... 36
4.6.1 28 F B2 36
B 2SR T I T 37
4B 3 BHRZ B 37
A6 A BFHEH BAZS 37
465 FRESZ R A 37

4

BB AR TR B 38
4.6. TP W2 HBFHTALAA 38

4.8 SRR KR QRRARS .o 39
4.8. 17 £ R » BEF LY < THT R~ SRS T AL AR
ZARARR 39
4.8.27 FLRUY GHEFIEY © E T £44
F 39

4.8.37 £T U ¥ GEFILY < FF Asgl a2 4 AL 39

4.8.4¢ FR LAY GHEFEY X 2RV LERRIIT. A0

496¥§ﬁﬁ$ﬁﬁ§gﬂwzﬁﬁmﬁ ................. 40

5 LT BB B A 42
5 L 2 AT B 42
5. 18 R AT 43




5 LA RSB B G 43

5. 15 XA B 44
5 L B A B T e 44
5 L T B TR 44
5 18 B B AR 44
B, 2 AR A T e, 44
5. 2. 1 B2 HR & 45
5, 2.2 & & A TR 46
5. 2.3 B E AR T 2 A B 46
5.2 AE|E FulE - BAG 48
5.8 A B L, 48
5.3.1 LFAF R FROEREZ DT R 48
5. 3.2 5 FH B BHRALR oo 50
5. 8.8 T P RE F 50
5. 3. AL HTRE KA 51
R&S#W&#ﬁiﬂmﬁ ............................. 51
5. 8.6 A4EHE B 2 H13 L 51
5. 3. T B A B 2 o 51
5.3.8 B AR 22 BFR 51
6. HATE RIS F 53
6.1 4B A BB TE 53
6.1.1 B4 2 AL 53
6. 1.2 ¥t B AU BELEBET © 53
6.1.3#% “2 AW AHOELEHEBE. ... 53
6.1.4 ¥ERIBHL 2B RHBELEFEREE ... 54
B 1.5 A ARE B ot 54
B.1.6 24 2 BA T 54
6. 1.7 A4 BT T AT oo 54
6.1.8 A4S iAAMAN ... 55
B.1.9 &2 % B 55
B. 2 4 B BRI e, 55
6. 2. 1 BRI 55




6.2.2 A4 A L 5 AEEF 55
B.2.3 4 B AMIEH o 55
6. 2.4 B4R P 56
6.2.5 £4/EFA. ... 56
6.2.6 4 % £ 4H » BAIE . ..o 56
6. 2. TF B EB4EF > 35 56
6.2.8F % A4BT 5 R 57
6.2.9F % AARA S R 57
6.3 4G T2 BB BB . ... e 58
6.3.1 B &4{2 WFHh. ... 58
6.3.2 2B A42 F B AL R W, 58
6.4 Fad Tl 2 g e 59
6.4 1 b TR E 2 Z % 59
6.4, 2 FCHs TALZ B 59
6.4.3 B s Fade T Z L BE . L 59
6.0 THRBAMEIH S ... 59
6.5 1 FEZ % 2EME R 59
6. 5. 2 B T DT i 60
6.6 2 B BT E . e 60
6.6.1 ;s I B/ e ... 60
6.6.2% 2 F AT HE BB 60
6.6.3 2 LI E 2ITE L, 60
B.7THREL2HEHT ... 61
6.8 AW EL 2 EHT ... 61
BEZ2BEBRE G RN 62
(O R4 - I 62
L O B /A 62
T R et 62
O B T o e o 62
L O A 2 63
1oL D L 63

Vi



T L6 BAEFT RS EBNA 63

TLTFe e iz B % 63
T 18R N AAREEE TR oo, 63
T1OMEERERKF LR 2 TR I ..o 63
T2BBAEFM 2RIFE oo 64
R N S - o O 64
T.2.2 8B FP B 64
8. BHRATTEARAREZ HE . ... 65
T 20 < PP 65
.11 Y2 Vi w2 LD ... 65
8. 1. 2 i A B TE B 69
8.2 02 2 A2 E e 66
8.3 BAERIHTERBF 2L FEAR ...iiiaa 66

vii



I

PETLRRPG RSP RFLTFERE S - 0E R AT
2 TREFHTEAR R FHBR LR FRY ET A

ZBINR (IJ’T H;ﬁ;_ﬂi'?,,t‘ :\_.> )15’)&:%12‘1% E!}—"?(J‘/\T/—kifﬁ;
By #ivERB2 F122 By RS F WML &2
S Rk EREREFGEIRE -

> @
<R
v @
B

=1
&N
)
ra
“‘/

)
’

IR TRl SR F % 09900172220 5L

SRR B E

pARA SRS RA AR WG

PELREYBEFEY Sy FRL R SpAHe
WREFRR( T GHEHER)2Z MR TET FFEHEK
KT &% - s B 8Bz sBH R FRENL
AEUARR o BE AR ERp AL S BRXG AR N

(%% 1.35.1 &) -
R %@ :

R R T T AE LR S P TS Ry

LH TR D SRR TR AR

AR R AR R L PR kg

B T EF2 BE A FSARAITE LR M L TR A

viii



B 52 R EREEE 2 E GRS R B b

TIRET R
I FHEETELRRA
LAFRe wazap d STtz

AEILY R Y B R EAPE TR > Fe i
REAATRATEARL P EERT R S AL
AELFHIE AU AFEY S AEp Y R

l{oq" ’f"’fgfi&éi’j\? F’lu ‘?\'zj’_.}llt‘,grz'l—i—;'riw e #Eryﬁ‘g {]i)i’

—\

grRiEE Rl CHREREYFRAMEERL FRFETIR

2AFIY wFEL L

PO RRIRE A RRRATTEAE ApHE LR
AR gt 2 2 R RIREE TN T2
;};a‘:g ) E\lf_f?jfﬁfpt‘iéﬁi ) f«%?ﬁ%‘%—*"ﬂ&rgﬁ:’_\:‘ ,u—‘r‘iz v R

A SN ﬁ?’@‘@_ﬂﬁﬁ#ﬁ'%ﬁ%f:"ﬁ"’

-n\

{

3-€i‘Pl AN —?':- EE—L é,u K,ﬁ;‘

eFTEE 22 R EREFEFEF I
PR R E R g o B T FF T P oo Jud ¥
CRRHEEFFIRALT -

R L T TR SN ] R AL
CR R R I T S R LI

TR E PTG GATFET L P R %

q;.—m




SR RERE D AT AT -

-&rﬂ%?#&*&.ﬂ%?b?ﬁﬁ% ﬂ\’?,_éluﬂ T-P-'\:’l:\)
v

}\—

2ZFd o ERZIFT ) AFREY L2 EP P LT | TR
=2
F

?ﬂﬂlu}»‘zﬂ'_#l‘:"b)j})ﬁ l%’}l‘?glﬁ]@é{ F]Q

A1
Pt
=

> HEAEZR Y PRI ZFT A ERZETE -

'&rmj\%l—_‘lﬂl\ii/: tfu‘ﬁ'_\zﬁ ﬁ:}ﬁ’; %:‘bi ’ /ff,'i

ARG R RIS IGHEIRE thx;a‘;a’&;%_iﬁ%

v

o

T iR R R AFEY ST R TEd o

5.Mi%F =

AERY e ERERGG LD AR R AF

LN R 2 BER e W e SL S PR o A

B H o~ R APEIE B A F g @ﬁﬂ*%%iﬁ$wi
HEFHL > L RRERB DTG Y ZREL KT

1LAgmme wArfhzap Pz aap 1iF, PRy o

2.% F il = AT R ARARM 2 R SRR Y R




Xi



1 %R

AT B LI ERLEY R EEY BBETHTEAR
(Public Certification Authority Certification Practice Statement of
Chunghwa Telecom; 2= @A i A (FE LMo A (FE LB ki@ &
T OB 44k #2118 s ¥ (Certificate Policy for the Chunghwa

Telecom Public Key Infrastructure » 2 = f§ #£15 7 5 {) #7537 2o

Ag IR s P ET R SR &4 A A#HE R (eCommence Public
Key Infrastructure, ePKI > i f-* A#ZR) % - & T BB EPH
(Level 1 Subordinate CA) » f & AA#HZERX? T EF 2 72 A4 -
E'_T?‘« CRAENRY G HE Y B R EERE EY o (ePKI Root
Certification Authority, eCA) % * A #HZ X 2 BB R GHEF 2 7Y o > &

AAHZER DGR d P FTERPI AP T EREE
&
f

L1k e E RFE? §
* T/F"%%i?b'“rf‘ﬂg 7.3 ﬁ’g»n;-#i—ﬁ_‘%aﬁ * oA ;Jx? LU SRS LN

(Registration Authority) ~ * = (Subscribers) ~ iz #f & ;ﬁﬁ (Relying Parties)

% £33 B (Repository) % o

1.2 5 & 3 u|

AEEABL S 1A AT FPY LY FAFIIE 120 16

PoodMFEREZ EATRAT LT R E

http://publicCA.hinet.net




ATE AR R 2 G E IR E BT & AT

S N o B LA o 1 2

% — % | id-cht-ePKI-certpolicy-class1Assurance | {id-cht-ePKI-certpolicy 1}

” id-cht-ePKI-certpolicy-class2Assurance | {id-cht-ePKI-certpolicy 2}

id-cht-ePKI-certpolicy-class3Assurance | {id-cht-ePKI-certpolicy 3}

N
»

i

‘.?:,.

1318 F2BEE* FF
AEIRY w2 Aph A e 4R
1) P ELRA* BHERFEDY <
(2) zx# ¢ < (Registration Authority)
(3) &% 7% & (Repository)

(4) * = (Subscribers) % fz if 1§ % % (Relying Parties)

1317 EQE* BRIEY

=4 g;":f—“;,a’ # )& ;s?/_ 2oy d @ ;fng; a;,')'v\ﬂﬁ L A E —%{-g:%_
A RRBEARZATE T FHER AL R WK A
PG

1.3.2 &P ¢ & (Registration Authority)

R S R BB A R G M T L

1fFezip @ oud §Bp § o (RACounter) s » d AHIEd




ST § vk BELP $5% 4 A (RAOfficer >

1.3.3 # 7 B (Repository)

AP R E R F AR AP S E R 2
HEBEAL R REY YR BEEE AR e ERE
24 ] P > X R FF o i\?ﬁ.’_t‘ R R e R G
http://publicCA.hinet.net -

1.3.4 #* = (Subscribers)% 4§ ‘?%_—‘F%' (Relying Parties)

1341 % =
frdpe VLAY o RELB A BEEEI M2

B adr™ 4 977l

B 75 i o
p kA A
N CICES Rt
w A HH 2T K
s * Bt B Bw ] X

AN PARURBEATLEREGLLSZ B T2 P
R P IAIERBAAH R R EETES Bt o
13.42 i G @4

RIEHEE A CEEIM L R EGTREH GBS




CACRIEBREFCFERIPHOEEPFBES BRK LT

ERTEATIR PG P)g_;—fj P o

FrT f%‘%’:_' :

(R # = Wiz % >2
135 3 * §#
1351 G#EE™ #F

d\rg;w:* N B %

B2 BE(7

IR T A e

ER A A BT e B B

A

2,

BE R R ) -

TE BT - B~

®*IgEE

>
g

w
%
It

Iy

KA N G ET BT A% 245 & K (Secure Socket Layer,

SSL)ii st 2 & R FNPIRER® 08 -
%,&F_g_f L“e&s7 3 ?%@Fﬁ;ﬂg_&r‘f
| @ e E | Rl TR
S5 | %

Fli

iz a4
P;\L\:E.m

e
A
v
3 (‘
/i’:i




| Er G Fw g LN o8]
E SN FauE
PR A NE L S
A SR Ao A
B pRANE|\Y AT %&ﬁﬁﬂ AR I AR N A
B B F N | FREEZI B |RER 2T T BER
Bt dcky ~<p%k£/4\;sp9¢,i IR BN S }»Iﬁi‘ﬁ(?ﬁé%
EEAN FHRAAPEY [T BE BB
q‘ﬁhig#éﬁmg$);lﬁgﬁfﬁ$
BT R FTREL > |2 (2L K2 A
FERRY A TR EmIAM O S 2 )
e %f.%z o
Plde ] FER T+ R AR
i%ﬁ%rﬁi?#lét By
LR o
B PARACE|[VHFAGATI oY (HERT G ELR
B |BORAFL o BEEP FRAR | FEES LT
Tt Gt ﬁxﬁ%L&?ﬁfﬁz“a~@“:&a@L$
Mo BRI R S| BRIRE BT
é@t P2 FEE e | HER M S o
PERBEATRDS e gaga s
T S AR
" A Y
& g(fg_qxﬂ%’:\),u—r)"%
PR FAREFZTFR
o~ R P S MR R
Ao v *L#ﬁ‘%ﬂﬁii-'a%
BT H O ERARR

@2 GAE AP ILY TR R ARLE RIS 0 2R R R

PletmBEed ~ B ATEARE - F ¥ LA TERE DL AT




1352 8#" 4%

BHEHEE AR ALY TR 2 RET > BAREEL G
&

(2
BN RFERE EAT FERERY T Fo

BHBEE EE 619 TP BEY i & (Key
Usage) » Mg 4 # @& * Bwlchi sy ¥ 7 it FAJL BB W =
¢RI 5 B gt (critical) iy el BB TR -

1353 BwE £

AE IS R RS L % 0T SR

(1) J° %

(2) &2 ®fr2 P2 S E A

(3) i i Hh K &

(4) sz BT 2 F 4] 05

B)izs a2 ZLGE¥ 2 R

1.4 B &

HACERR ] EirARR Y CFLEL ARET RTINS
AT R

7 % 7 5%:0800080412 -




MEpop D DA B RB- K2l SR A P ET

B

T+ #1245  publicca@cht.com.tw o

g
=
2
4%

F':(

g

=\

!

R

3 or L B2 05t httpi//publicCA hinet.net

43 -




2. — BEHK

21BF & & FE

A EP j\? AN U N T = iﬁ’&ﬁ_"ﬁ”}ﬁfﬂ%i%

REAFT LR SR

211¢ EXGA T BREFRY R}

(DB peasR e A ELAFE T

(2 $iE Y Frie i n 2 gy -

Q) EEHF 2 DG IGHEIRTE o

(A)Fc ik ~ 8% 2 JR4R 16 * G o

(5) %2 X EER LGP o

E)F 2AWUAFL wzp d w2 F b
N+ HeE/E2pETe

(8) % 6.1.9 &Rz i * P L4k -

(9) L 430 p ¢ iR (T IRAELP APBEIFE o
(10)¥ia B iad @ v A | T n 2 gw -

2123p ¢ wBE

()3 BB Y RS -
(2)4%3& 22 o 3—15:11 W[ E FH o
(3)4;,-r.q+ S A &;ﬁ.ﬁfﬁgf ﬂ\?/,ﬁlru\ T#lﬂ,um%‘jl"’t’

tie




@2 rer 22 RHREHES  NWBES R AP SR 2
B Rl T A TE AL APHR A

G)RIFRFEEP Fo% A |20 B ERRE o

(6) F irp ¥ w2 3% £ 4f

213 % 2 £i%

O “ = 2 TEAREREY FF2 AR L TARTRE
e ;?—Pﬁ#iy\_‘}_ﬁ.}io
Q+rF2? R LEFRY T EFEFENL * 7 R AIER
TRXGBHE-
@) # APFAFREY S EF 2 BEE > BAREEN FT
FEdd > ¥R 135 SRR Y G B ED G

Rt
=

P PR AP P e TR ERYZIGE -

A =L FRpr R A EH-

G)* # 2 @FARRET R B EF 0 R
FARREIIEL 4oF 4 PR EKTR ARG L B 2
G B it i A e S kR R B

L;Li_'ﬁ / ;Zl& FE-—» /2": %j:—%‘_ ];r °
(6)* * BIEEX 2P T HIRAS 7 SH PR/ L e F T

RS R TR EREGEREYRE LR 2

piEFREFE -
(7)1\?,__‘6 Rl = NN dE I = R R K H ik
EAFBB AL 22 EELFAENAEREY g2 T FE




214 28R H E ¥
DRFEREY e AFmy S EHFLBHEAEHAFRS
B AR el A TR p R
QQRFEAEF ERY A7 v RF2BEF BLARER
i%ﬁi&uﬁ%%éo
QEiHhEEY b * AFLY v FHF 2L BEP > BARZERE
e BEE BT o
(4) % ﬁﬁﬁ%*%?i%ﬁﬂ@gﬁiﬁﬁ%’%iﬁﬁﬁﬁ
Bk g o RERREIGEALTE F oot e
O)FFEEY B ALY v gHF 2 BELGHEE L G
oL AR Bci g3 MARGLZEESEER L G LT D

LA BIRBEF B FRET E o
(MAFme wheFle @izt ¥FEFERF > CHEBEY AGEF L
HERERIEBARIZZEFZ A EFNAFEY w2
¥ E
@B /IR AFILY S FF2LEHEM > TARL S
fArF R MAFIEY R EFELER TR 135 &R

o 17 5 fageis 4 2% d

[}

SIS
2.1.5 lFEl H" E—

(1iz26@RTL > 2HGTEFRE S BRLEHE  BREAEL
T

10



QamAFERBEAEITFT A -
Q) ks Bz FPdrdliz R 263 &2 1 o
(4) 2 1 thEMFEAn 2 % o

(O) @i s L TR T RIGREE 7 ¥ Lo

'

22 F =

t
An
4
o0
=
>~_
-
ik
P
+#
E
N
—\““b

T2 AABERGTIMZEBHE

22128 % =

AP B SRR TR FRAAEL AR RA TR
AEEARMZ S RTE APRY B P A EHREF TN
TR AACHBEFLFNIME D AP g gEen

®
gf@ﬁﬁ@@w%%éﬂmiﬁﬁuﬁgﬁﬁoiggﬂw%ﬁ—*

EAREEE 2 R A I e T A T o At ¢ R IR

T

@a@%i?wzd&n#ﬁﬁrﬂsmrfﬁ‘MB% QAT R

|

=
BANPTF LN N FRPBER Y PR R

4 -
T X ENT TR

¥ - & 3,000

- & 100,000

EER 3,000,000

11



2%\

AP R BB R B2 R
SR A S MERE R L
2213%1.%%
# ﬂ”ﬁ’@pé'ﬁ'&r'%lziﬁg 135 &R T2 * R * G
BAREIRPAFERAE B2 L RTE AFRY Bt 22
HEEF L ZNHEsIg 2T AEmipT 282 B2 7R
WAREY K d 2 A CHERES D AT RE LT
ZMA%ﬂﬁ
‘Qr_,}d]] ?:}?L’J % ;E!.,‘E;;’} ?Eﬁ’fiﬂ’/\ﬂ\?/,ﬂ Au? id ”"‘T%i(
TEEAFES WA T
Bl e K7 PR AR
iz o

%zr_'ﬂﬂ‘\%‘l“’ﬁ NS

P

G

¥

2{%;‘ E3 ﬁ\?;wa '\")j})&‘zﬁ‘7 s
e R A 2T fEmiEEd
RN A

BT MRS GEIRGE S SR
':':T—EL

HIRT
?/_ﬂ,gflﬁ'%g%ﬁg’y ?d o

AEZRETEDILN
%ﬁﬁﬁﬁ%@u&ﬁéﬁﬁi
4oF] 441 SRt BE2ZED o S ey P oo IR E
aALGET G 0 AFIRY AT 1R ITR PR
AL TR REREAL R 2 SN o PR A R
A S 2o BP0 E o RO HBREEY ZEF
1,73!\4%’3 "ﬁ r‘],% ?f’f?& /Vﬁerg]]}}v = T E o
2223p ¥ s F iz
2221 F =§ @

#yﬂw@ﬁﬁ%F;é$%L7ﬁﬁ LT

DT e
12

Hm

»
lud



Loz B REARM TR 30T ¢ FIF TR 3 (Er g 2
EEfEd Ep P i

AR AT 2 G R L A st rE B AR

Ry P v PR 2 FREEIHTY L AR MR
A SRR ST RARRFE R AR
2222k =

AL e g SR (PR PR LA EL AR RATEA
Fodpbliz £ AP P w22 AT REREY LT
REPSACHBEEF I DI P R

PER Y TR G2 AR R AT R R 9 4

2223 F Z 8%
WETFEFer 22 % 0§

FET2sd > BATFEFEe  ephs od P AR GHERY AL

SN -y

ey
)Q N
ok
-
@
R
-k
s
o
A
W’m‘\'l
hd
e
o
‘— \
_‘-z\\

[e]

FoARREER A RRATEAE AR SRR I P
gr ez pECRERERF LT NNUIR LT oA ERp T L
#ﬁzvﬁﬁ*ﬁﬁﬂw%»@ﬁz?ﬁéﬁﬁﬁﬁﬁ R =

3

7 o
-~

2.2.2.4 ‘,% *hE 3%

oA T EE BB AT FE oty ez Ed o R
FIFEopp P P ETE e A Y s RERELR Y P
Ble K P AR PRI ZT > fERR AT

13



2

[

23 M

231 B4R
AERY el P ETRERGF AP FE A MBFEd Y ET
B P L

2.3.2 is %
AFILY o ERETD B A APHLAG A K ME T L MR

e » B o

2.3.3 MAsf5 P

BN D2 e FiR Y
FoOLETFFAPERE T FEUBE T RAKRZERMIESL o

FEERBIB-BP P 24D WG EPF AP SR F
CHBE ERAKRNLERMBEFEL N EFEERY -2 5=

%
FHOIB-B P 22D BEGTFPRLIMDBFL -
2.4 Bypix 2 £3R2 R4

241 B2

g A TR AR F IR R L R A R M2 &

2 B

14



242V A 23 3N

2.4.3 & &%

LS ufﬂ\?ga ,;;41‘74}, THREOESRABE R

Bz o drf R B B R R SRS A SRR B

Fil)

2.1 BHEEFNBY R

AEILe s S WY G BE CBY R P EH N

> NN 3 W 23 g E-P 2 1EH
BEETF RN EA R i TR D AR L iR A

253 BRAL S RE WY

AT ROAERA L TP P e MY A3 E %K E(OCSP #

POV R RN ERT QR R VI RERIHEE

15



AEIY B BREEF S BEY T T AR 2B

AR CBHERECT S GAFES SHEPEEI NEAEFEE

:‘.E:-qf SR RS EIES )&Fﬁjz ﬂ\ﬁl‘l’ﬂ.u)ﬁ%ﬁ%\?\»? »:vj\;rﬁ%,"j’ifou/ﬁ;

ik A% 4.9 &2 A5, Hi gj * a7 51?: o

26.1 ¢ &“—%ﬁfgﬁﬂr Z&%—E‘_%‘ﬂﬂ "";:PQ";‘TL?\,?’FF\ ,)_g

7

(1) ek A

()& 7R FP o

PAFmd kb2 BRERCEZBEL OB EHIHEL T
A4t B 0T BB TIH L L) .

D EH2EG%E-

G)E+ HFEAR -

(6) & ¥ L s 4p B B AT L o

QAFRL? & 2 FH - BBELFP 0 DGR FE
(3)%?,—6:»%£/7?&%‘ [\M);?E%/‘\f#%&%ﬁ?#ﬁ."

(D) F#2 8% S EFPFFNEHL -

16



2.6.3 F B #1

AP AR LB PR AR RIR EHE
BEP MO VHBERT AF R CRBEFETHE UFEREET
AT REE R LR REO A g gl A [ PR L
¥ o

FH 261 BAFR AT AR REY 2 A ER
Jﬁ,é?/f%‘?ﬁgﬁ‘zg7? s x LPB*I%}%I—%%&E’"I_RIE-F.?.qu]%E.’
FrREFEFRA 0 RAEFETRPGREE T Lo

264 %% R

R RFEY o F I T E D K %002 B

I IER PR FET . GEF A2 a5 ¢ http://publicCA hinet.net

2.7 A% i3

2.7.1 fEAHE

AEIRP LR - E - IR R R ) e 38R U

MAEEY m@'l’t‘ﬁﬁ\%ﬁﬁxf;é}”‘r”rm& THTERE o

2I2fA R LA 2 FTH

j\;}?ﬁ%—i?%%‘:ﬂ_’_j\%gd.ui?kfﬁﬁaﬁf%"%,izig 5 ?/_‘
Pl T PR A o R RROETIRE AT R B B
gz Tk g +r R (Certified Information System Audit » CISA)
E\?-El}‘f-i%‘??f%’_‘é'f—.%Zii—: 4/‘%'/P7)&Fﬂﬁ§’f§7fi"% Y %,-,

17



TLAEPR M S 0 A F Y ORI P A B

E,]J o

E
/H\
“ N
\ 0"
~
,u\-
o
b
&
[e
-

TP G i (TR T AR

.
*1': °
:

2.7.4 #4 #

FEp e BleT i

OLEELEEEE KRS S RS A £ A
Bipdl > &4 d ~ BEZ2 0PI d - AW S HI e
E N FLEIE iy S

(QFzinsad @ LFBRATELE 2 fpMALAE (T

275 3P g% 2 FIRS 5N

hefi A R BF R AREA RS whamp P2 g B

bk R BB R BT
()87 i £ 47 -
(2) -7 1 g‘rgiqjgg:rrj\ig,@a oo
B> 72 P ERT2IFP > AP M= L p g gt
% ’ ‘w_‘ﬁ%ﬂf”’T»" IR g‘f“’f" W?E‘ 04 Rd e N X

4T G ¢ s d o

+

276 1% 2B 2 F

AEILY D AP TR e B R

18



2.8 FREH 2 #F

281 %2 TN

i

&

R

I

Vi j\?gc‘ N RN 3] ~¢§E»]3:gtfﬁ%§ Tk AR G

FLoe

(1) ¥ & 4p B i~ £ 4 % 1L {7 45 (passphrase)
(2) &4~ FniFg FTHL o

@) =z ¢ FFHLe
Wﬁiﬁ%?i?%%ﬁiimg&ﬁo
G)FEF: A B e A4 2 8P 2 4
6)7l 5 W HEmcnyiFipH 2 & o

ABILY R IR Y w2 RBNE STRRA R HON R e T

%‘&% °

2.8.

2L %2 T

(1)*?;?6.\.,‘,5],;@4 H2 BB~ R BEE BB
FEARSPRFTR -
@B FTRE P ERERDAT R FEUNOL - AR PR

j()m

A

o

283 BHAL MUFEET FAL LM

BRA L AR FALGN AFIR S EF A

19



284 it TATA & KB F
PAH T RH AT BHATR AR AR L 2]

434 281 &%

CEERY EIS S-S EEN SE

TR iR TARS FHL S R A p 12 LN A S 7

285 % = & LB AT

P A 28 FE) ALY FEHIEAFEY S EF Y
FhELF I EY R 2 T o

286 e ;ﬁ"hia

AEILP AR ITY B 22 B A

R
e
=
e
.u‘
54
s}
7=
e
DS
g

N

oo R B R EY S B AER 2L TG R AT

28.7 & RE

R Y A TN R R LR A Y

29FEMAE

THEP LAEEY S22 IFEMA
(DAFEP 2P P e GHE S F -
@QFRF PR CRERFRLITLAER AP M > & S5 2

%, 4L
K3
PRI

(3)jx~g1wa,gmrﬁ@.m2@»;z& ;%L °
(4) & (T ¥ Ak

20



o

2

EAET S A

PuEHER S TR

N

TR e

[
<1
[
D

o

b

o
i

e

N Rt Y]

+

o
A

PR R ST

z

A

2z
134

21

E A LT e




3.8 4 frdgy|

3.1 A= dairp

3.1.1 & L%

AERY ST EFREZ BEL M LFE Y X500 - 5] E A
(Distinguished Name, DN) -

312 & 241 &

RE I R e 1B W AR £ Af(Subject) # £ 3 R
EHZAMA L2 MR T S R A ML

313 & &35 2 fRR AR

LA R AR 4 ITU-T X520 2401 25 -

314 & L

A E IR s X 500vE - BN B LG

C=TW >

O=Chunghwa Telecom Co., Ltd. -

OU=Public Certification Authority

AEILA s X520 RETIEBDLEEE LI
MR SR M LA A F IR C A X500 AL R

EHpEE e AF Y w2 PRI R LA eRF (L7 W) @

M X520 B K enE e e e s a
B countryName (: fﬂﬁ C)

B stateOrProvinceName (‘{ﬁ”% 2 9)

22



localityName (ﬂ'ﬁ%’, Z L)
organizationName (ﬁ-’é, Z 0)
organizationalUnitName (‘fﬁ‘”ﬁ, % 0U)

commonName (ﬁ”ﬁ”ﬁ% %z CN)

serialNumber

315 & &5 k2 fRAARR

BRI LA RE s Y G2 2 EAR Y s AphE 2 ¢
RS- EAR N BAR S S AR A
% Pk d

BRI u LA SN L PN A EEEsMEY S
BV g pod 2 AN B A F Y oL
R E G2 BT o

-~

316 2y > W2 &4

Por R BEAMIAEPLARFEERZE 2T L 224
RSN F AN R SN T R {:ﬁunj BE R
EEEE BE L EE R T RS 8 L R

%— R e SR E I S S 7. Bl e A

ENELE SRS WY SR

AERY CERBRHMIFG 2P R AHZE RPN EEDS S0
E e SO N - A

A)d zxp @i 2 R LR EFRFEFD TP P W FER

23



DEERY S OB AGBET AFEY AT P A Y SR EpE
GRS E S ¥ R

(e * = p 7 AR &K RS A2 PKCSEI0 &Y i M
BEMI N EF TN FREMMEIZEEY AL Yoo 3E
PP SRR P B ARHREZREY FROE R EM Y

S ARFRE TR £ 4
3.1.8 L L 2 Fw

‘,u/?;}*ﬁtl \;-'—“PE:‘?J}_FF’ ‘“"?’E‘X‘F&g e ﬁﬁﬁfi(f)’ﬂjﬁr
BIR)VPIE ZAPMED 2 28R (b

B EP ERARETY BRA [ F AL AT (HRRE e

“\/
t%’ft
=
bl
-,
o
i
=)
+
4
e
~
L
%
C\J

—%

R ZEERAE) P T U AR ER TR R Y

VR E SN 2 BRI WA BRI A YRR T v %
oo p P Bk 319 &Y FREERY Z KA TERAREAZ P
Aoedrle HR Y A R ERAHERPF L RE IS 2 BBHEE
FEFE S R RIS IEA RTREL > I ¢ kSRR i

BT o

E\A
fim
™™
=

Sk

ey
o
ey Jékt

K3
&
>

2dwg BERARELTREENT

3
7
P
:\‘.‘.:
{w
ke o
R
ol
e
=
-
73

N

m‘(»
%
ol

—N\
nl.

)
=5
(w

»

>

Ju
-k
ol
=

FREE S R ERL Poa o

3.19 B A ¥4 2 Fu

v o= &}"%ﬁ’{—’é;}«—-&'} \_E/ln\ 3%’{,‘ l—h/:,, Bﬁpi?\‘} }Y—%
DT - AR IHBR TP ZFEDL A(DHAcR R L S FENER) > BT

PR CERHZ BN

24



F A-&rlé%]?\jf("’ﬁ?@ ?;\'ﬂ\:“w ﬁf@*? /,’ﬁi@stai;&f&;ﬁ
R FEFE N FAF RGN FOEPE LS Pk

110K A & B+ el ES2Z 2R

T E MK A (oBd B L E)S R 40 (4-Web
Server) > d K & & &t fick

B2 $ > RDEEY G ERSB

Aends o gen] B N iR R38N 3198 R T IEE o

32HE2L &4 #HZ2EY

321 BB #¥ L4

FRPOPREGRYYAIIDZEA R EGF O VEERELH
ETTE - F P ERTY B BRI FRTEFHGE Y o

322 8#HEY

Bl R EY R R B RAREEEY A E T
TRIZIBEY AR LR ¢ o SRR I 2 PO B 4
BREEZIGEY AR B B R o R E P2 B o B g
2 BEFEREY R ESFED I 6322 g T2 P OR £k

25



33BEAL 2 b4

bt P2 R ERTIBEAL R L AP e A F Y

£ATY B LR ¢ MR RIS HERY B E

S LE LR DR
34 B#EAE L
BFEA Y F2 FRAR A2 3183193110 &R T AR -

355y RFRT Ak

PABRT TR DY R s R S 2
RN H s o

26



4.1¥ B2 AR

A Tt AT

ii“

(1)2@}—*49' ;%-:F}]zﬁ &}3\3‘—3_?,}1?}1?,&3 2 RIES
Q) EEY FFF ¥BEY FTHEAAMED TR BE Hxp v
(3)4ri& m_a»_;_;tzg FAU &4 2 A4 PKCSEI0 & ﬁ@«iﬁ;ﬂ,
,l‘}‘f‘%;%%%ty}‘?%i,—}«e"_L)& % P0G ;3@/3.*%%,/\?341
F’:L,‘o
FEER S BEY Y RBFRED D RELTHE Y 8
HATLFA TR E TR ERETA D EERNIE Y TR
P gt By Gy g Y il Y R e Y
B AFIRY ik ATEERE R L L FE o

42 R BHELALR

AFILY e o P B RFGEY R TRATER
3

F2RIEFAMDF AR NIFSHTLIRLEFE

RS LE Sl

(Dzxp ¢ BB G ;3@,3_*11 [ RE j\%‘g:‘,uo
QA Fme cRmEEP P CERLBEY FTEE A AR
B ¢ oz R AR AR RS B R L

27



ERER ) o srE L BEY TR H B -

S pREBRY 7 A
?"6 o KT B AR R 4 oL m‘lr'?T'P' LN 3 Sk

(B) Firf ¥ AR R

fs S An bR 1T
¥ Fup P o ERaAR  BABMEAFEY oo B
& 52 7

o

e3
(4),1 lﬂ—ﬂ&fgﬂﬂ,uigiplé,cg&;‘ﬁ?*i‘

Foub o SERERORLEEY TR G
ﬁﬁ@%ﬁqnfa$u~+ﬁ@@go

A3 BHELASE

j\?;wﬂ SR ARIGHEEPF L B o ARG S BB

HEBRABEN FHEREY “ L FRLFI IS 27 FFREL
Fﬂj}’,_ ® ’-&r%%flﬁfﬁ ERTE: R AT MR T st R N -

2 o F AR
LS SR LES S RORES SR S

ﬁ

44 5F@GRIET 2 b
IR S S USAR T

doo EEM G HE B B AR

441 Bpak lBE2 ¥ d

By ERTAERE(e HR ) GET S et ¢ ov
NE R RELY

W% &skB 2 - @ R 2 X GRHE2

28



w5

#*

’

A A

QB AT RE A L P
(3) & # x g H

)

.
’

IR S
L 7]\?,_\:‘ NN ;]Jv"f FIFAEFRIPGEHE 2 PR AU
(D rerclg o2 30 $ 38 7 ;
QrmwhaE* »2 3 f4pd b * - BE SRR
@rEmrr R 2 F4FAFTRLRERE Y C BRAAE R
PREwEZ 7 G
Q) FErrs B A ik A (P X A2 TR K
G)* e gEF @izl ATEAR N TRE R L2 PN
EREIE . S =3
(6)i% 7 AP 2 e kAP 2 B2 R T
AEILY KRR B AG
RAR A B J
‘Ké,ff',)&ﬁ_

S S A
EWREAE S FP R
PR A F TP St R S
e
\ud

XA

N

)&Fﬁ%*‘?‘7&#§
l\:r:]l ;ﬁ}%l—)&)ﬁ"
7 @ Lk
_l_-» PF F]
LR S I NS - SEF & A SRR O 2pE
BEARAE L RITA L ARA 2 KAL)
443 8#ERE T 2 ABF

%ﬁ F}?’ Jflﬁ Fﬁg N
()& # AL ¢ % EIe ¢ I3

£ e J)é .B_)%} F?_

29

2



s

A T T A BEA L ik
LEH B R R EFE Y

=
ke
Al AN

NN
N\

R}

il

)

N
;‘\
RS
o
5
z
e

(d P s R FPOEELMGIEA LY FULBET AFE

@)k F ¥ B ¢ i k2 BRAL Y TR L A%
AR P 2 PR A E L REE
Bl > £ @gheid ¢ ooz B AL R R

Adert b2 b7 B A F IR e QAR BT L
PR FIEFUFAAMTE FEP P LT ERRE S
AEEEAEILY S R RN TR -

(B) s AEi-ABaLd w2 oap ¥ B B TRLL 2

Pt BERRBHGEY FEA 0 RGEKD
PHEA A ML R (SSL) S SN he BB o

i
P
"
>
=

>
4

K
e
W
A

444 BERL® FLIIEFF

o B R ALY s ¢ gt B FI R RS
FPALA o BB AFIEY SRS BTN R EHE

445 4fpFin T G2 ¥ o
e T A B EY e iR
(1)/6 & & th ¥R 35 * P -

(Z)El F‘;&i‘\i ,’EI-E' )& }37 %ﬁrfﬁbf’%% .

30



446 HpEie® B2 ?

d # »:’-ﬁ:l:\z'

-\
=
=k

1.

B

AAT WpEie* G2 BF

N T

B

FER RN 3~ ;—;‘Pﬁﬁij}_ FE 4 3818 0 4u § Bl
ER @I AEIEY S REY S R B e L) 2

Bl G ALY SRR BE
448 gprin® JEL PR

=3

k4"

e R NIRRT Y G P g - B iEIp
XFPARE FPUBE AFEY BN - BLFEIPNRLRHE
AP B JT AR R o

PS5 A AR B 2 Y A ATT R 0 b T
5
o epE R o

PR GG R R LT T RE

=73 =)

&3
hrk BB BEEPE BT YT > SR BEATRE B > TR
B PZEEKRSE 5 3 reen(Valid) -

449 ki * BELARS

f\

gAY o YRR R IR Rk
CER P BIAEEY o AFIEI LM TRR TR ®F o 1

bR RY Y G ER S AR CRIER IR R Y BFE

31




4410 B AL FP B F S

AETLY 2 BEALGFE BFEFI A X 25 e
B R 2 U AR 36 ) BF o BRI A L FP N AEY
—,ﬁ,j\gga,g%?g ¥ FTeg R {1I,I}]LL*&E_)%\,L/F
TP B IR R R R § TG T E A 0 Ao £ fp )
B g EeniG B A L G W OAE igﬁpﬁ_ﬂrﬁﬂ_ A E IR R
R EATRFER L FP > WEE L TEDRER L TR

4411 BEREGFP BHRRL

ﬁ@”ié?igﬁﬂ@%ﬁﬁiﬁ?“’%iﬁf PR
SN FP AR AHERAL  URZEREALE

AETEA SN ERE BB R E AL BETH LA
P MR RREHEY ERBEELFY RIE P U RpdeT

http://publicca.hinet.net

4412 &R GHEM I A3 PRIE

%ﬁﬁ%%%?ﬁF@@#hﬁ%mﬁ%’ﬁﬁﬁw%ﬁﬁ%%
TRz e F o AT R IRL T REEE R M o
4413 P BEA L TR T

ﬁf%ﬁ.@?ﬁ%ﬁ/z%%44ﬂ%ﬁ7 AR R }%\L = ST o] VA
it 4412 52 R BFERE BRI eRTR Y DR EALT T

a7

I ©

32



4416 &g B AR B W BT R

G H WA 4414422 443 R o
45 % > L AL R

S A F IRk 2R M R 2 B RE > P L S (audit
log)e % 2P i p A2 ~1 (Pl drd MR EH 8 9 M4 o

TR R RS 0 2T PR E o VAP LS 2
fotrie 88 i 46257 2 ARG W B ehiasE s SNie i o

4514 8E E /M

(1) &4 %
| ﬂ\?lﬁ—"t‘ A EaEPE(R BT 2 BT A AR
I mffﬁmf}_‘%‘l) .

(2) ¥ % £4K2 T~ frigs
LI SRR SN U L

W) BT AR T HRG AAFEY w2 f

B & TR P

(3) B HE 2 L

WG b Y AR

33



(4) Be ik &3

WOREL ALY A

(5) tRHL2 F L

W 4~z ‘}Hl‘ﬁ:\ﬁ;g’f\?]%’ﬂ'ﬂo
B v FIRELA A 2 HREIIY
(6) Bt 22 #32
W OEERNE 2 o
(7) ‘&A1t ‘Pjhi'}\'%'gi%:/_
m g E‘)% L 'Jl ’hi,;( Ei% °

(8) F AU HB-2 B2 & >
)3

. 144"["}: r,\_ﬁ@ _'?’g i\i‘ﬂ-‘:}io

9 2%
R

4.5.2 % &ckk BRAE &

KR U AR
’}’ﬁﬁﬁa*r)amn&riggl, lé%%%%ﬁﬁf{

4L . D
“‘—_"‘at < iZ =

>z b o

j\’?/_\:ll\g—Q-ZI[a; *ﬁ%ﬁ_‘ﬁjﬂ%-;—, f;"—‘ _,.

o AR 1F# 45
mERF o frfR AL

34



ASI P e AT IR
P FORMEETA B > & 454 & - 455 § % 456 &1

WA TRl s )

g H%%Flf\#iﬁj?ﬁ;gﬁpkaxlﬂpﬁ d%ib%—i‘ﬁﬁ)}ltf ‘,l’_ﬂf‘b' ’igm
ﬂ?ﬁf’&ﬁ%"

=

4.5.4 Fo¥% % Scfh 2

Paifoe fFHZ B R p g 22 2 RN R
MR RS AR R REFITAR -

4.5.5 f4; 5 Bk & AR

RAENEPEEHELIOETF - Ko

(1) *Fm? PP nT i pREFN -

(2) »FmP CEHF P BMR FETE 2 ERHT
45.6 % >FE1% 4

SR E TP ek AR A I BERAE P Sr(audit
log) e % 2P e p AL ~ 1 Fadrh - HETH B F B -
F R 2P ST P T PR o

457 514=F ¢ F,s A4
(R AR SR RS o SRR LY S Rl o SR g A S N
FARCHS TR

35



458 33 83T

APTA e E E DN - B EE TR S 755 )

i
E
=F
I
(=

A0 B A 58 05

4.6 & & EF 1%

AEILY SRPT RO MR RT AT 6 TR

BB RmTEipb 2 &> & 420

1) 2 wh b EagHAR -~ Rw > w2 BEE (#
22 &Y HL o
(2 B#EY % RLZEFELE R YH o
SRR SFREEBE A QR PR L AL R R
LSBT BRI P R R B Y A AR
MApM P v 2 o

4.6.1 % &% %2 %54

P I B A

(1) ~F 27 <At § M F & sr(Accreditation) 7 4
(2) BHFHITEAL

(3) £ & ¥

(4) s B3k # W LK 7

(5) i St e i3k Renig et LATaN

€) &3 ! senp e

(7) B ik ¥ senFoR

(8) 4r 3.1.9 & #737

LIRS e

(‘H}

36



(9) #7F = B oL agH
ﬂmiﬁﬂﬂwéﬁiﬁwﬁ&

(11) #75 Ak & & & = & DG FER L TP

(12) 74 ehftts e &

(13) * k@2 FRFHN P8 v FTRS R 425
(14) fe4% % 7 & fehe i

4.6.2 Eﬁa‘ﬁ;i iH-5 Hp 'Y

ARILY CERSCEFETERTAOREL 10 £ o % RJLF A
TRl A2t e AaE 10 & o

4.6.3 FFHh2 ik
(1) mieie * &7 4k LF AT ~ 2 ei:g\lwljﬂ,/?ﬁﬁ“f;}%ﬁ???%}:i °
(2) G~ FRY CRPRAET URFMTHEBIT - B
% L
(3) Wb en Tl i3 3 & X g BT
464 FHh A P AR
AP w2 T AR ERERRE SRR AU SRR
IR G MR g A F IR s A R R
T °

A5 R cérz & K

AT s T R R R IRERE T Ak

Y PHAPER FTRAERP LT G R o R TN e (40l




HBEARLFN AL E)F - B BRT M F AR
Bl D% fREREFEaOEERRF > a2 ol B8y SEE R

Pl BRI TR KRR PP DEERE AL TR

46.7 2~ 2 %ﬁﬁ?%%ﬁii £ 5

EEPBEB AT AP AP A R I S iR

BB AT R

BSRITH TR d AP R e FRREA  E 6 EE

B~ PRFHFEPYIDER -

47 &4 { ¥

i%ﬂﬂw1%%§%@%6&2$%iiﬁiﬁoi%ﬂﬂw
D Y R EFRBOEE o L EKHE
%@6%%@&%&%ﬂﬂwﬂa%ﬁ@ﬁnﬂ%%q$%§%**
2L BEE FHBRELFY DL G E ROl S ER

R TR F ARG R o R H‘f§\ °

q.

She

QY T2 F R RSP RR 632 7 MIGEY T F R A4z
{

38



48 U AIER LA RAER

SRS E RS FHEEA

481°¢ EF AT BRI

B2 RARF
AEE TR R RT R B TR A R RS o

BEEFRA -

IS EARSELE T FEE EEEE
FEGI AT NIRRT RAFIRY CRERELFT FAEE
73—2& ﬁ’?}‘? @ g 4 o

482 ¢ EL AT 3

R A2 R

dehE IR G2 B R AARG AR
RN & Mg ¥ BATIRE O 2

o\ 2k ./\/_3£J- v 2 S
» K- + 7 g T B i’nﬂl\’o

9?;.2& 3‘ s TR PR AT 2 A2 R A 4 F

g l_}}_&‘ N e - A gg)&vﬁ;!z'ri\. °

s % Al BB R

483¢ ET AT GBRELY < §

B

P AR LT R RARS

'&L"ﬂ\?/— C’ NN ﬁ

(1) 233 EH A > dir® 2 2 R EH
(2) Bk AR R R EMRRFEE TEE LY CBE
(3) PR AT &2 2/ & 2 ATENE MY MATHRE 2 2 0

BRE BTS2 EIBEE T

39




TRAPBEIEY X 2UNL LBARL

AERY SRR TRRAES O PR EEARR EF AL
P ] RERR D peh LT RRAS  BRE LGRS
GR2ET FAHEEREEF 2 GRS

49‘:’%?);‘ J;P)&P‘E_’g;m\:’ouf QXﬂ—FKi}

AFEE SE RGP REARNT T EREAMRTEFERE

E:
WS L IRIEIR R o SRR SO RIEER Y LB AF LY o
{@gﬁiﬁu‘fiiﬁ :

(1) Ag P W IF IR EPRIFZ L p o o Wl g (S
5@*'%»%'3),:’? =

WO PRk LG T G E SRR
PPEAFe X KR LRI Z J H B G RIEE £

ZEROLNBEFTEIE M E A 2 |GET 2o

B F R EB A F LY w2 Rah HAF L
PR A -

m i %%%&ﬁﬂ BRWRE PELEER
#1

KfpF o A FILP BT L RAEZ L P B
CES Y VR LEE SRR T 1T R L

40



41



5.1.1 % Mt x B

%?Img,uﬂbgi,ﬂf’\ﬂgﬂ_‘xpﬁ'{:ﬁ%xﬁl YA SR E]T;r'g}i_'_-ﬁ
R AT S R AR I AL R LR

REREF L P4 L RERE R A F Y e MR

512 ¢ §8 55

AEILY w2 B RRAER 2F  AEREEA I SRR h
AR oA BB e -

AEE? SPSREF e AP E R - Ay RS NI 2ER
Renx P2 A &G S i mEF TR FH i S ki
# 5 4 R dp Ry B(Finger-printed)i& 21 7 1k b dp PR BH Y
Rz F'&%LF] Ptk ¥ AR TR nE~ F B0 E JTF 5
BoRHETPERE -

GRS Dl B in L o - EE SR SO A

T2 B Mk A GIRE S oA W R AR e S 4P

42



3K A e

AR AR 2ERRRF -

ﬂ&?;\‘ﬂ:‘ s AR R

LR

,g-‘: }?‘:,‘}?5:3. ;
P 2 = —
FAE R R o

s ZHEBE

o Fd AFEA

F'B1]r}3 Bi: ;Z‘XE‘.f‘rl,[’Ty E%Elfjiga
Bro Uk AP R B

(1) E-FM%/L: H AT Wi

QFERMHP T EHP o

(3) E. \z,u

513 % ‘/‘E'l‘fr'j‘; ]

ﬂ\?ﬂﬂ :ut’r’

1)

N

THFEE S X ) 2 AP %

,
%
R

AR FEIE

3 % Lt

L0 Kf

-

)T

£

Z

1T o

o

AT RFETHOERAH

s (UPS) # 2 fx i
R T 0 6 ]Eﬁub,ﬁ’#

AETLY T R
B oo MR iERE s E
5.1.4 -k X §¢ 3 i

%?ﬂﬂmw % B

K

%

PEHFF KB o

B2 TR -

43

I e

TEH T
&

s
CH

PRl E:

FE I?E-VE;EL*’AP' °

% Lt
SR U

P FIRB AR 2R

R R SR L R
REELS:




515 Y X 2 Rk

<y

AEA L E G op R R

%F@guxﬂ%Aﬁ*? A

B kg ,zz - ’ 2
Eg‘;ﬁnb’p LR B e R N K

-~

FoXRELHBEHE LR

5.1.6 448 5%
BRI T AR S A T - P e 5Ll E
SEIE AT 0 F O - O A DT o

5.1.7 Bl pd2

2&1%%%$$§gﬂuﬁéﬁﬁﬂ,1%@@%§,$Q@
WA AL o TR~ Ak B Bk E (MO) frizie )5t
TRl RARAT 0 PRR GRS M RA T % TR R EOR o kAt
R q A o

518 £+ &

T RN R AR FL

I

BeRTRE s

5.2 42 F ¥ #1

ApI2e s d TR AR A #1¢ (procedural controls) » v 2R = F Y
FEAFILE o kel BV 4f & ¢ (trusted role) » & B 1 fEent
A% Fdic fo& B & 4 w2 #w(identification and

authentication) » 11 g i 4 SeniTE A2 /F % 27 S NFHR o

44



5.2.1 12 4f & ¢

AL s R AR MAEE A I s e
FATIEA RO UP LR A ERRY AHILY o fam AR o &

@%?%MﬁﬁﬁﬁﬂﬁiiﬁﬁﬁﬁﬁEﬁ%%iﬁﬁf%o

AP cdniRT BARHPKI AR &9 AR FRE  EH
B AP A~ @F R o M 28 B o r43E T L ahp 0se oo -

1
a1 TP I BARSFEE LIFRHERKF - BLF

(ChiefRole) k4g ¥ eh1 v a T A4 & ch1 (FF E H A 407 ¢
LR S & kN R A
W& ek fah2 @ KRS
W2l PAFEY w2 £
EFRALEF

W prde /il B EF IR o
W /e b G F AL PRI o

B RLARE R
B SR S % s oA -

[} _;l:gL f‘r A g A%AP\ %gmﬁin*—r ' VU ET E_F‘\}ﬁ?;\'ﬂ = RN t/ Ez‘?\@
SN S SR

MERALLF

45



u z;";] 15‘ *!t—}—ﬂ'fg i 7 o

o wudi A B e 37 o

Witz grhenil 2y 0% iéfr}ﬁsifﬁéﬁ%}wd&
PRZ XE RPN PETIRE o

LRI RSt N C Rtk - F Y RN R

522 & ¢ &%

AFIEY bk A RRE2LE XK NI BRIFES AR 2

% g b fie i BRLETRT

EF R AZARIEEI 2 T3 A

523 % BEiorE 2 4 k&

UL B1iThd niTEXT 27 R L BIITES 977




A fohe T

B ¢ 12 A (Administrator)

B #+% B (Auditor)

EREF 2T e RN REE -

TEG 2L it

K

mFHE >

i& B (Operator)

Aok$EE

o

TEF 2L R RIEE o

= B EFRIE P AT R & A B i

3 mg et | kiR

¥ B (Controller)

b1 A A

, . ‘ ; 2 0

EFHIE P R |HE R PR | g | BN
wE R

e 1
LI
& e E k2 |2 1
=7
233
ﬁﬁ# pAEEI 2 1 1

2 &4
frds B o G TE B B IR 2 1
i*

47




Z 5 o < 1) S o0 N 'ﬁ ﬁ 34

Z A% P FRR\EFR TR |0 R 5%"“ >
wE R

frds [z 0k G R L PR 2 1
iin
ES 0 KR - gk B 1 1
Bl
/J "L‘\"/Li l% mB P#: 1 1
&
GRE R E R RITE 1 1
RE AR N AT 1 1
FAERY CREFR 1 1
RICAVRIE 9- 8 i Tzl i
fedn 2 gerpeniil 1 1

.24 w3 FhE - B &

r ICHBufrd W FRE ~ FFE PR AfraEi &4
SUEELIEN LR SR & AR R CE R St N I S

i

j\%‘ﬁl_c‘,ui’}?ﬁﬁ’!f%?ﬁ,j‘éffwﬁﬁfb;‘gg,f%?{g‘)\«%dvﬁ%u\%g%«fr
3_1-9’;1"%&_"‘%‘57!*{%’_ ?iﬂ’ﬁ Lk;ﬁﬁ;ﬁ‘%ﬁﬁ«fr‘gg@ﬁg_go

53 4 B0 %

1 1% 4 ﬁmﬁis;gli—%,-? ¢ 7 F I p

48



(1)B 4 ez =5 o

(2)9' 'sl—iz mc)ﬁ\?, T

R)FH2 L ¥4 2 FTRLTE o
(A~ B & w2 FEi e

OREE: EES- I

24 f 4t

AP SN REREERL R 1 e R 1
FREE ARERTRRA D NS i g
FLERT VSO NE G gREap j hofa s R
EFFTRAFE MmRET R AR I TR S LT A

*
BT A MDA B R 6 B A T AR

AR ARG PR E X E R A
WY e EY ERBEGE R

BRI RFELANE B SRR R

=
N
I3
~
7
w
ra
R

49



532 ¥ & R AR

AERY GHEN B2 LRAAS A TR UFRF

B UEERE S TREMAM: BT RT

533 HTVRI £

id KTVRE R

1~ ﬂ\?/—d'v—kﬁﬁ? P {4 o
2~ j\?/:_“ NES Sk & 1k a’.éﬂ\?,,c‘ ok
S ITARS o
ek kA2 * SRR TSR o
4~ K TV FEARITARR o
S AWfrE AP w2 BRI ITREE o
6 LR RME ERATEY AR o

i
o

1~ j‘?gﬂ ] i’ﬁ'ﬂl’fr’ﬁ‘&ﬁ;q
2‘*§ﬁﬂ“?%ﬁﬁﬁﬁ@%a%ﬁﬁﬁo
G EFEITRE -

4~ AR FALR

S ’\leq’i}?—,"l/ﬁ ;j}\,g—am‘Lq»;ﬁiﬁ, .

>
d
as
S
P
w
4

1~ﬂx~gi‘i’t‘~~&£}%’ 2 o] o

2~ AEIP oSk ‘cuﬁﬂﬂﬁmlé * R EITARS o
iR 3~ AWArH P AFIRY w2 EARI TR o
4\ﬁ%#%5m§$ yﬁﬁﬁ%ﬁﬁo
5‘(§ﬁﬁuﬁiﬁ\§‘ "2 AR o

1 A5k G enp ¥FFTaERE -

2 HAHRE IR RITERE o
KEREN:| 3~ B MO AR o

A SERRE ERAEDY AR o
5~ pRicprtaait 25 o

FHL > 1K T FHPEELEURE -
wER 2~ Wi R E ERAFEY 2R -

50



534 & &7 ¥ RG K2 4

AP ek - AR I FA R B RAAFIEY w2 HAp
1A N E RN AR E A REF - B PR TR
M7 VRPERE R % L 9VRE Was ke A RATEL (YARA 2 jE eh

T o

5351 f"t‘%@ ;}ﬁv-}}%‘jﬁ z nlE)_‘?,

1~ 283 ehdd » 27 1 (FRH o

2~ MER G2 P gRUB 2RV REFE
T RS EENLE

3 FRACEFAEAPREICA R S r AL ERE
1t fov gz aE il Eag A E R - EHA

Rl s S R R

5.3.6 A3 (7 H 2 F| ¢

AEEA w2 A f o deiE F B EARE A TEARRA @A
FIP DR MR O R A oS E L A g

WEF o #E2REdEgEFE-

537 H-5 A B2 RE

AETY ST A R E 2R RER 53 BT

53.8 B A f2 v i FR

AP CHRERFEIL S ATEARE ARG O kAR EL

51



/e

PEARTFERFEZEGF P B B L AERY w2 ApBE X R o

52



6. Hprk 24r#
ﬂ\'-‘ﬁ:‘-#ﬁ_‘id 71\’?1?7__6 W (T ek e &EK’? .

6.1 & 43 A R %

6.1.1 £4f¥2 A4

AERP L iER 621 ERT N RAFEr AV EHGH > FiE
# g #cA 4 % (Pseudo Random Number Generator) 2 RSA £ 4% &
o PR AKLRAEN ARG F B ALY A 8o

AETY w2 EagA Y M AR LT -
6.1.11% = s4¥2 A9

dREp P 2 AR B 0 p AN LGN -
6.12 #F % £4gBZLERT ©

ot S gl I P o i G AP I P e R R IRE
BEEP FUrBE R R AP (B ICE) A 2 o
6.13 4% #2 2 £4gRELBHBH

Yo P R S A ] A gRPE D I ¢ SR 2 S
2B EMGBEIREY © o

et S p 7AW RGP B 2 F 1 PKCSH10 B Y 34h
SR GUH-O B SR LEL P o P Y iR 31T SRR

SRR ARHRR R A N 2R S OB bk

53



?& 73\:l S o
AGordg X 2 A Y X 2FAK s L (Secure Socket

=

Layer) 3 i 4ol & { # 52 Flbe GBS R o

6.1L4REEBHL ~F EKIELCHEBEY

AEILY AP NRRED P ETLRBER R SEF D
ek Famd st A RY 22 RHEHEFERRT AR
;‘»tofgiﬁf&ﬁ—g it AEIRY AL MR L ERRY ET
PRERFEY CHBFIRTERAERT I X 2
BEBEEY w2 2B LKA P REFE R RR
W AR A MRRFOER U RGRF 22

B AT G

FEREY B
¢

6.15 £4f+% &
AEILY i r £4RE B 20481 A RSA £ 4 -
S hagh R 1024 = 20481 1 PRSA 4 4 -
6.1.6 24k %8cA 4
RSA i & i 2 4 %8 5 Z en(Null) -
6.1.7 £ 4k 3BT A 5%

AEILP S E R EHIANSI X031 B2 A 2 RSAF B 2

P I Tl R T RE F;‘rﬁ,:,; 58 & #i(Strong Prime) -
F ot h AT NICE PN H W G R R A e A 4 RSAF X £ 7
ArE e A WEZ TG Tk

54



6.1.8 &4 5 AHAE Y

AEmY wz P S 621 HRT2Z X IRBHEANUS
RS OB AL A4
6.1.9 £4f2 ¢ % p 0

AERY SRR PR AR EFEE  BRALT
BSRAGHED S - H o L AKHLT SERT A LB A

A o

FE

6.2 % & & FFE

6.2.1 % 4% e ihF
AEIRS S ADP A A EFIPS 140-2 Level 32

R DS e o
*o2 £ Y2 R FAR L 2 £1SO 7816:0IC+ & H s i\fl °

P

6.2.2 £égA4F2 5 L i E

HAEEY PR EKE FeF 2% 240 0 #%rum-out-of-n
AT N RBRAFIEY P R K P E TR o

UEES P TR RS I ERE TR
6.23 # % & e ¥

igaﬁugi%fgﬁﬁ M o AFRY s 2 fF R

55



6.2.4 & 4%

BRO.22% N MA L A E 2R AERY v R4
4 0 T % W EFIPS 140-2 Level 201} 2 % # 0IC+ s o A 3F

IRE 5 1Y o
6.2.5 & 45 #
AR CERY PR AL R LENEEDTHE S NRE
PB 4.6 &30 (740 $ 2 T AR ©
6.2.6 + % & &¥ > RAHE
S EARCR Y U plt g C S E ¥ TR 2ot
(D &mA A -
(Q &4 > & Feanw B o At R E 4% #F > (m-out-of-n
control) &= 3% M.u\sg B L H R E TR D R AR

BIEFICEF o is o ('PFEI‘:L"A e ‘f‘%fﬁ%,ﬁ: ~ AR 2

6.2.7 ¥ B & dypcde = 3
AEILY S 2 % 42 Fd Ed m-out-of-nip F ICH kg

ﬁp],]ﬂ;%x&m}”?IC—F E'd’? ﬁ\f%}ﬁ"mﬁ'—?

56



IR S8 W ¥ 723 R IE N I T S
6.2.8 % £ dfa® + 3

AEILY S22 F R EHR6228 5 A E 22 2 VR R £ 4K
B o
AEIES R R B2 R LR o

6.2.9 # % & dal k>

REWLEDAFIE? CHF R EGRTY > T ERREL BT
Mo AEIRY L A d XY T FE PR EGS AR T
Lo R AEIRY SRR EGTATE ERATOAF Y SIE2 5 (5
PRATE) B q 3 hAMBAIEN i 27 SR % E4FAT
B 1t 2 (Zeroization) > I FE AR A M B AR Y EhAE R
R B
AR HEHHRAREY BRI s R AR PR
&

B4 My R A PRBEPICEH S § A I s s L STee
LiE

4\
hm

(s

dok - B ARG R R S A T B EIRG BT
4% B~ 18 pF (accessible) s P RS T AT B E 2 HCE Y iy % £45(F

FRYENET N RAR Y ) WAL H R R

57



o kg LR R BB A TR B e
o URERALE A RS 5T b

drd - B &AL BB MR R A h7 3R BIRGE BB

FAERA 2R 2 GG R BT PR AR PR S

Eo i SR 'J",ATT (erased) °

RS S 75 Sa e N N R e

63 £t 2 Hi BB

F AR FEIRAMH AEEY LA fFEEY SR 4
% °
6.3.1 =R £4%2 %

AT T SR A D R RABE R TR A

4

FERE RS R Y L

632 2R Lg% + % g2 8 ¥ YT

6321 *FR? OB ER{KEFHEHL TP

AFILP U2 N4 Pk L ME R S RSA 2048 bits 0 4% & 4 1@
HRLI0E  NREET e 20E o
6.3.22 % % NekE F a2

j\?gé N Y | f\%§%£}§§1024fiii\;20487f’_
oo g B4R R 1024 o R AR P HIUL S L5E [ N
B UL § A5E R SRR 2048 R £k 12

58



PR P A 2 SR RASHCER > XA 3 m-out-of-niy
FIC +ed » GEICH ¥ eigads FTALPE J gy ~ ICH chip 4 3548
(P47 WA= PINAS) -
6.4.2 fxd Tkl 2 W&

fods 3okt d m-out-of-ndy g IC+ ‘e i3 > ICH HPINAE & i A

g ’k
P
foiTielh o 7 Wit gl b o ICH B PR AR 4 | £ AT

FE 0% LA BATE3E 0 MH AL FICT o

6.5.1 4 T L %% 2HMIF K
AFEY e ARR A K BB TR L R TEE ks
AR WORERE SR ET AT R 2 o
(1) Z% &4 &8 n gy » -

(2) #& & p 7 & (discretionary) i B 4x 41 o

59



(3) :}i l—— _I\: ?J*—z‘ 5=
(4) # & G IRIPKIG i & & 5 Pogr ]

ApEIRY CREFPIRERHET WE Common Criteria EAL 3 33

. v
IR TR kB o

6.62 ¢ ¥ HiTiz

6.6.1 % AT H H %

* I ik A 95 CMMI 2 1SO 9001 s 3¢ 7 -

S AR A FERE N S A SRR Sils

o 2 X REFET RO -~ EREERS R
6.6.2 % i%ﬂ:}*%:]ﬂﬂ—'%ﬁ

AETRY o gl B K% R SRR S R D e

AEIY SR oipy R E BRI EF RS R
PGB A S F T et kA2 BB AL o
6632 &#FHX 2TX

HEIC- ZERRATLMGER LS T AL LG o

60



6.7 #B% 2 F H %

AEILY 2 3 WIrp MEFEESEELR Voo IR
B MM REE I L2 A RBRCEE FE FDMZ) 0 i i
3] 4 %2 4 B (Internet) » “frt B2 REANF IR S JRETPET2 GEE

&% N2 Sl /F ’éj PR3 o

AFILP o2 MIREEFRET (ARG HEEREA L FY) Mk
FEFEE S PR FEBEI AT .

AEILY w2 hIREEG R B R K AT AN el AT~k 553 BLIF
o> B RS s BN kSR B ik d B (Filtering Router ) %
Yo rL R o U R PG PRI~ % S -

ﬁ%i§ﬂ6£iﬁ%§%ﬁﬁﬁﬁﬁ’&%%%ﬁT@ﬁ?ﬁ
* 38 4rSSL VPN2Z {84132 {7 R AL iR & jk b vp o SSL VPNZ i # -
AP B R o T ﬁ = 6.6.249 2. R F_» SSL VPN#EF: & &

ZFEd PIERR BT o

6.8 AT 2en Y H%

61



BEZ BEELE TP LRI

11 BRERENIE

S BN RS AR VSIS S EE RS

111%R* R 5

AE TR s FHF X509V3 A G E -

112 57 W=

PSR H 2 B LW - ¢ 8 7 RFC3280 2 4

71375 2 2 3um

AFIRY s FHEPBENERF TR Y R E A b 2

sha-1WithRSAEncry {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
ption pkcs-1(1) 5}

(OID : 1.2.840.113549.1.1.5)

j‘?;\‘ﬂ P BBt A A R S 4PE TR Y F E 2

#'i""_\‘vv'l l* F-“ :

RsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 1}

(OID:1.2.840.113549.1.1.1)

62




7.1.4 ¢ &3A53%

B#d hAME EHF S BWE o L F T X500 -
e

SR 2 PR s F i RFC 3280 R

7.1.5 & &4

P b L

7.1.6 183 F R P 12 Bu£E

AT G B eE  f d al
2.16.886.1.100.1.1.2 -
717 R A s T

MRS ERBED § R

718 pe T ~Aanif: 2 3R

AEILY s B E 3 7 ro R 'L~ (Policy qualifiers) -

719 M4EE I FF P -2 F 3 Am

AEIL B F BT 2 BRI R e b M A
;}j%:‘u*&gff‘_'_ °

63



T2/ BB FP ZHFE

121~ F 5

hE LY s X500 V2 K A el B AL F P (CRL) -

122 BRAELFP HAY

ALY s § o eni§ A (CRL) ¢ 38 M RFC 3280 2 %

64



8.1%{ &F

KEERES & 2 mR LT FR B3 LA BEA AT
ERR2 B33 §RUFERUM B3 N e faunae #0210y
GESE-V RN S S R

8l1BI{ 2 ¥F vl w2 L AP

hEE R EE SRR PE > 2§ (R A

812 Bl iv2 gL H®P

8121 R { %P

FRELADHEY S RREBEY 2B PR
B, 2 ) A 5 Lk L A~ s ,
(1) % 8 F2 R = ’%‘ Bt j\?ﬂ—'_d REFRE 2 30 R AR 4eiF

f]}T_;T o

4

Q@B L AFR? oRFFEL 5B FR o

8.1.2.2 i wip |

9 IR RALNRFEY SREFRE




8123 % Lz w Rt

LA LE Er R
(18l2l &2 (NF PR~ F v RYIZ A 2L p4=15 B p
JEE R e
(2)8121 &2 QWAL F v APV 2L pA=T7 B
JEE R e
8.1.2.4 AJ2 R L84

HOERLAPFRAE Ry BB LT I AFRI o
BHEEAL RO R BEEAFIRS oo AR Y MR

LoERGLAD

8.125kfs a4
AEFEABE NS BT EP P 81225 8123 HFRTEGFTY
oAU BL2LERTI P AL 15 B EX 0 I AITE

\\i
-\_
\

H
o

82 2% 2 i w2 T

I
%IT:— é_&_ 27 IEB}:{.;\F)\/\_L—r’\*\?/,\J;DIFE]I;}E_ j\lg

e SR S SRR R SIERARE SR

83 BHEFHTEAREZ BT TRER

ATEARGTI B AL FBMEAN R ) AP o

66



ST ENSS SR LA LSSl
Jori e 2 N3 3Ts A e e 2N F B R A (R AR e

FEPE > Migsfte e 22N R L

67



