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ADMIN NSOLE

| Welcome, weblogic

Connected to: wi_server

& Home

Log Out

Preferences

Help

AskBEA

View changes and restarts

Click the Lock & Edit button to
modify, add or delete items in
this domain.

Domain Structure

wi_server
E-Environment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
[H-Services
Security Realms
- Interoperability
E-Diagnostics

How do L..

@ Create Managed Servers

8 Nalats Mananad Garvare

Home > Summary of Servers

Summary of Servers

A server Is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain.

® Customize this table

Servers (Filtered - More Columns Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

Name & Cluster Machine State

e RUNNING
=== [=—=—"cc_] RUNNING
| e ——— | RUNNING
E———— A RUNNING

Health

oK
oK
OK
oK

Showing 1 -4 of 4 Previous | Next

Listen Port

Showing 1 - 4 of 4 Previous | Next

m

WEBLOGIC SERVER

SOLE

|Chiange Center,

View changes and restarts

Click the Lock & Edit button to
modify, add or delete items in
this domain.

Domain Structure

wi_server
=-Environment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
B-Services
Security Realms
Interoperability
[ Diagnostics

How do L..

@ Configure default network
connections

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Use this page to configure general features of this server such as default network communications.

View JNDI Tree »=

Name: An alphanumeric name for this server instance. More Info...
4F Machine:
Info..
4 Cluster:

4] Listen Address:

Listen Port Enabled
port. More Info...

Listen Port:

More Info...

The cluster, or group of WebLogic Server instances, to which this server belongs. More

|Welcome,weblngic Connected to: wi_server f Home | Log Out | Preferences | Help | AskBEA
Home > Summary of Servers > [N
Settings for N
Configuration | Protocols Logging Debug| Monitoring Control Deployments Services Security Notes
General = Cluster = Services SsL deration Services = Dep Migration | Tuning = Overload = Health Monitoring = Server Start

The WebLogic Server host computer (machine) on which this server is meant to run. More

The IP address or DNS name this server uses to listen for incoming connections. More Info...

Specifies whether this server can be reached through the default plain-text (non-S5L) listen

The default TCP port that this server uses to listen for regular (non-S5L) incoming connections.

m

fads WebLogic fElflzes SSL ZEHLRAVEEHR TACRLE) © £)% T SSL
Listen Port Enabled |

Servers
Clusters
virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
Services
Security Realms
Interoperability
[ Diagnostics

How do L...

@ Configure default network
connections

@ Create and configure machines
@ Configure dusters
© Start and stop servers

System Status
Health of Running Servers

Failed (0)

| Critical (0)
[ Overioaded (0)

Warn (0)

OK (4)

view JmpL niee

Name: ) An alphanumeric name for this server instance. More Info...
2 Machine: e The WebLogic Server hast computer (machine) on which this server is meant to run. More
Info...
4 cluster: (Stand-Alone) = The cluster, or group of WebLogic Server instances, to which this server belongs. More Info...

& Listen Address:

—

[YIListen Port Enabled
port. More Info...

st pon: —

More Info...
[7IsSL Listen Port Enabled

simenpr:  f—]

4] ["Iclient Cert Proxy Enabled

Java Compiler:

code. More Info...

¥ Advanced

Lsme

The IP address or DNS name this server uses to listen for incoming connections. More Info...

Specifies whether this server can be reached through the default plain-text (non-SsL) listen

The default TCP port that this server uses to listen for regular (non-SSL) incoming connections.

Indicates whether the server can be reached through the default SSL listen port. More Info...

The TCP/IP port at which this server listens for SSL connection requests. More Info...

Specifies whether the HttpClusterServiet proxies the client certificate in a special header. More

The Java compiler to use for all applications hosted on this server that need to compile Java

m




AskBEA

Domain Structure

wi_server
E-Environment
Servers
Clusters
virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
Bl-Services
Security Realms
[ Interoperability
Diagnostics

How do L.. &

@ Configure default network |

|4
F_k
Jat-
‘1-'

J
Gy
o
3
Gy

|welcome, waeblogic Connected to: wi_server {r Home | Log Out | Preferences | Help
ome y of Servers > I
View changes and restarts o Smmery o Sove
No pending changes exist. Click sattings for RAServerl
the Release Configuration
button to allow others to edit T 5
the domain. Configuration | Protocols Logging Debug| Monitoring Control Deployments Services Security Notes
General Cluster Services Keystores SSL  Federation Services  Deployment  Migration = Tuning Owverload = Health Monitoring ~ Server Start

Use this page to configure general features of this server such as default network communications.

View INDI Tree .=

Name:

4] Machine:

& cluster:
4 Listen Address:

7|Listen Port Enabled

Listen Port:

W—]

(Stand-Alone) =

]

An alphanumeric name for this server instance. More Info...

The WebLogic Server host computer (machine) on which this server is meant to run. More

Info..

L

The clstr, o group of WebLogic Server nstances to whic this sever belongs. ANl

The IP address or DNS name this server uses to listen for incoming connections. More Info...

Specifies whether this server can be reached through the default plain-text (non-SSL) listen

port. More Info...

E The default TCP port that this server uses to listen for regular (non-SSL) incoming connections.

More Info..

MActivate Changes |

Work Managers
Startup & Shutdown Classes
Deployments
Services
Security Realms
[#-Interoperability
El-Diagnostics

How do L...

@ Configure default network
connections
8 Create and configure machines

'w INDI Tree =

Name:
4] machine:
4 cluster:
4] Listen Address:

Y1 isten Port Enabled

RAServerl

(Stand-Alone) [~

M |Wel(nme, weblogic Connected to: wi_server “’ Home Log Out Preferences Help AskBEA
T et Home > Summary of Servers > I
Pending changes exist. They =
must be activated to take effect.
W ¥ Settings updated successfully.
Caapes Settings for RAServerl 2
SomolaSinictis, Configuration | Protocols Logging Debug  Monitoring Control Deployments Services Security Notes
wl_server General = Cluster = Services SsL Services = Di Migration = Tuning = Overload = Health Monitoring = Server Start
E-Environment
Servers
Chstere [sme
virtual Hosts
Migratable Targets :
Machines Use this page to configure general features of this server such as default network communications.

An alphanumeric name for this server instance. More Info...

[ FATIET ]

The WebLogic Server host computer (machine) on which this server is meant to run. More
Info...

The cluster, or group of WebLogic Server instances, to which this server belongs. More Info...

172.16.11.26 The IP address or DNS name this server uses to listen for incoming connections. More Info...

Specifies whether this server can be reached through the default plain-text (non-SSL) listen

B WEBLOGIC SERVER

Work Managers
Startup & Shutdown Classes
Deployments
1-Services
--Security Realms
Interoperability
i Diagnostics

How do I...

@ Configure default network
connections

View INDI Tree =

Name:
5 Machine:
& Cluster:

ﬁ@ Listen Address:

Lictan Dart Enahlad

An alphanumeric name for this server instance. More Info..

The WebLogic Server ho:
Info..

@ ADMINISTRATION CONSOLE
| welcome, weblogic Connected to: wl_server| & Home | Log Out | Preferences | Help | AskBEA |
View changes and restarts Home 2 Semimary of S > I—
Click the Lock & Edit button to Messages
modify, add or delete items in
this domain. 4 All changes have been activated. No restarts are necessary.
Lock & Edit A
Settings for RAServerl 1
= Configuration | Protocols 'Logging Debug| Monitoring Control Deployments Services Security Notes
Domain Structure
. General = Cluster = Services SsL n Services | Deploy Migration | Tuning = Owverload = Health Monitoring = Server Start
wl_server
E-Environment
Servers Click the Lock & Edit button in the Change Center to modify the settings on this page.
Clusters
Virtual Hosts
Migratable Targets Use this page to configure general features of this server such as default network communications.
Machines i

omputer (machine) on which this server is meant to run. More

The cluster, or group of WebLogic Server instances, to which this server belongs. More Info...

The IP address or DNS name this server uses to listen for incoming connections. More Info...

necifiss whathar thi

rver can he reached throuah the defanlt plain-text (non-¢

1) listan
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Lock & Edit |

View changes and restarts

Click the Lock & Edit button to
modify, add or delete items in
this domain.

Domain Structure

wl_server
El-Environment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
~-Deployments
[#-Services
Security Realms
[ Interoperability
Diagnostics

How do L...

@ Configure identity and trust

8 Confinurs ksuctaras

| wetcome, weblogic Connected to: wi_server| % Home | Log Out | Preferences | Help | AskBEA
Home > Summary of Servers > IR
Settings for RAServerl
Configuration | Protocols Logging Debug| Monitoring Control Deployments Services Security Notes
General | Cluster  Services SSL  Federation Services  Depl Migration = Tuning Overload = Health Monitoring = Server Start

[ Configuration - Keystores- Tab - Selected

Click the Lock & Ediit button in the Change Center to modify the settings on this page.

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various
keystore configurations. These settings help you to manage the security of message transmissions.

Keystores:

Identity

Custom Identity Keystore: mm——

Custom Identity Keystore
Type:

Custom Identity Keystore
Passphrase:

Confirm Custom Identity

Which configuration rules should be used for finding the server's identity
and trust keystores? More Info...
The path and file name of the identity keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

The encrypted custom identity keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase. More Info...

Re-enter the custom identity keystore passphrase. More Info...

.

#4# Custom Identity And

Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
E1-Services
Security Realms
- Interoperability
Diagnostics

How do I... [E

@ Configure identity and trust
© Configure keystores
@ Set up SSL

System Status

Health of Running Servers
[ Failed(0)
| Critical (0)
Overloaded (0)

Warn (0)
I o« (4

Keystores:

Identity

Custom Identity Keystore:

Custom Identity Keystore
Type:

Which configuration rules should be used for finding the server's identity
and trust keystores? More Info...

Custom |dentity and Java Standard Trust

Demo Identity and Demo Trust

Custom Identity Key
Passphrase:

Confirm Custom Identity

Trust

Custom Trust Keystore:

Custom Trust Keystore
Type:

Custom Trust Key

Passphrase:

Confirm Custom Trust

The path and file name of the identity keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...
The encrypted custom identity keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase. More Info...

Re-enter the custom identity keystore passphrase. More Info...

The path and file name of the custom trust keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

£

The custom trust keystore's passphrase. If empty or null, then the keystore
will be opened without a passphrase. More Info...

Re-enter the custom trust keystore passphrase. More Info...

EFE G B AT g

rEnviIomment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
B-Services
Security Realms
[-Interoperability
Diagnostics

Howdo I... 5]

& Configure identity and trust
© Configure keystores
@ Set up SSL

System Status

Health of Running Servers
Failed (0)
Critical (0)

Overloaded (0)
Wam (0)
I o« +)

Keystores:

Identity

Custom Identity Keystore:

Custom Identity Keystore
Type:

Save

Custom lde"ﬁn and Custom Trust : Which configuration rules should be used for finding the server's identity

—
presz ]

Custom Identity Key
Passphrase:

Confirm Custom Identity

Trust

Custom Trust Keystore:

Custom Trust Keystore
Type:

Custom Trust

Passphrase:

Confirm Custom Trust

S

and trust keystores? More Info...

The path and file name of the identity keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

The encrypted custom identity keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase. More Info...

Re-enter the custom identity keystore passphrase. More Info...

The path and file name of the custom trust keystore. More Info...

The type of the keystore. Generally, this is JKS. More Info...

—
Al
The custom trust keystore's passphrase. If empty or null, then the keystore
will be opened without a passphrase. More Info...

Re-enter the custom trust keystore passphrase. More Info...
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" Welcome, weblo:

Connected to: wi_server

Home Lo references Hel Asl A
g Out | Pref Ip kBE

View changes and restarts

No pending changes exist. Click
the Release Configuration
button to allow others to edit
the domain.

Domain Structure

wi_server
E-Environment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
B-Services
Security Realms
B Interoperability
Diagnostics

How do I... &

& Configure identity and trust

WEBLOGIC SERVER

D TR NSOLE

Change Center

Home > Summary of Deployments > Summary of

Settings for RAServer1l

Configuration | Protocols Logging Debug Monitoring Control Deployments  Services Security Notes

General | Cluster = Services

Save

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of

message transmissions.

4] 1dentity and Trust
Locations:

Identity

Private Key Location:

Private Key Alias:

& private Key p

Keystores | SSL  Federation Services

Deployment = Migration ~Tuning Overload Health Monitoring = Server Start

Keystores

[=] Indicates where SSL should find the server's identity (certificate and private

from Custom Identity Keystore

320b5548-de61-4de9-9

4 confirm Private Key
Passphrase:

”Welcnme, weblogic

Connected to: wl_server

key) as well as the server's trust (trusted CAs). More Info...

The keystore attribute that defines the location of the private kg
Info...

The keystore attribute that defines the string alias used to store and retrieve
the server's private key. More Info,

The keystore attribute that defines the passphrase used to retrieve the
server's private key. More Info...

Re-enter the private key passphrase. More Info...

rHome | Log Out | Preferences | Help | ASkBEA

View changes and restarts

No pending changes exist. Click
the Release Configuration
button to allow others to edit
the domain.

Domain Structure

wl_server
E-Environment
Servers
Clusters
virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
B-Services
Security Realms
E-Interoperability
Diagnostics

& Configure identity and trust

Howdo L. [

Home > Summary of Deployments > Summary of Servers > IR

Settings for IR

Configuration  Protocols| Logging Debug Monitoring ' Control

General | Cluster = Services

This page lets you view and define various Secure Sackets Layer (SSL) settings for this server instance. These settings help you to manage the security of

message transmissions.

4] 1dentity and Trust
Locations:

Identity

Private Key Location:

Private Key Alias:

45 private Key p

Keystores ~ SSL  Federation Services

Deployments || Services ' Security Notes

Deployment = Migration Tuning Overload Health Monitoring = Server Start

Keystores

[=] Indicates where SSL should find the server's identity (certificate and private

from Custom Identity Keystore

320b5548-deb1-4de9-9

| |

4 confirm Private Key
passphrase:

e =

gL = P 35 T Activate Changes |

Change Center

Hwelcnme, weblo

Connected to: wl_server

i

key) as well as the server's trust (trusted CAs). More Info...

The keystore attribute that defines the location of the private ke IENES
Info..

The keystore attribute that defines the string alias used to store and retrieve
the server's private key. More Info

The keystore attribute that defines the passphrase used to retrieve the
server's private key. More Info..,

Re-enter the private key passphrase. More Info...

Preferences | Help | ASkBEA

& Home | Log O

View changes and restarts

Click the Lock & Edit button to
modify, add or delete items in
this domain.

Lock & Edit

Domain Structure

wl_server
El-Environment
Servers
Clusters
Virtual Hosts
Migratable Targets
Machines
Work Managers
Startup & Shutdown Classes
Deployments
[-Services
Security Realms
- Interoperability
[-Diagnostics

How do L..

& Configure identity and trust
8 Setun SSI

Home > Summary of Deployments > Summary of Servers > RAServerl

Settings for RAServer1

Configuration | Protocols Logging Debug Monitoring  Control

General | Cluster = Services

Click the Lock & Edit button in the Change Center to modify the settings on this page.

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of

message transmissions.

4] 1dentity and Trust
Locations:

Identity

Private Key Locatio

Private Key Alias:

45 private Key Passphrase:

45 confirm Private Key

Keystores = SSL  Federation Services

from Custom Identity Keystore

sssesssssesssnces

Deployments || Services Security Notes

Deployment = Migration = Tuning Overload Health Monitoring = Server Start

I

Indicates where SSL should find the server's identity (certificate and private
key) as well as the server's trust (trusted CAs). More Info...

The keystore attribute that defines the location of the private ke@

Info..

The keystore attribute that defines the string alias used to store and retrieve
the server's private key. More Info...

The keystore attribute that defines the passphrase used to retrieve the
server's private key. More Info...

Re-enter the private key passphrase. More Info...

10



WEBLOGIC SERVER

ADMINISTRATION CONSOLE

Change Center "WEI(unle,wEblugiL Connected to: wl_server| & Home | Log Out | Preferences

Help | AskBEA

Home > Summary of Deployments > Summary of Servers > IS

View changes and restarts

Virtual Hosts

Migratable Targets
Machines

Work Managers

Startup & Shutdown Classes

message transmissions.

Deployments
Bl-Services

Security Realms
[ Interoperability
Diagnostics

Identity

Info...

Howdo L.. o Private Key Alias: || The M—y.atun- attribute ?,htn defines th

the server's private key. More Info...

S
® i i3 Weblogic & #7kc#s o & 14 https it #pJ3& SSL 4c % i
® ZREDPRAER N BVRFENP VREELEE https i

port -

% % SSL % 23uERF

FF P ST PRI A hT S I TS

ISSL % 23R HRF & AW p o Bk SSL %

BTG et X SSLBHEAREE T o [§

http://publicca. hinet. net/SSL-01. htm = * § SSL % 2@ EF 2 % %

FPEIRAP a2 R EE v T I A H 2

=
gmézﬁi rISI4 PRB?/@;? iﬁ%“”&ﬂﬁﬂ' éj-/aﬁlfr%EfJfLr'fi\SSL’ EP Atk
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No pending changes exist. Click L=
the Release Configuration
button to allow others to edit & Settings updated successfully
the domain.
Settings for N
Configuration| Pratocols Logging Debug Monitoring Control Deployments | Services Security Notes
Domain Structure General | Cluster Services = Keystores | SSL  Federation Services Deployment ~Migration = Tuning Overload Health Monitoring = Server Start
wi_server
B Environment L]
Servers
Clusters

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance. These settings help you to manage the security of

Private Key Location: from Custom Identity Keystore The keystore attribute that defines the location of the private key file. More

tring alias used to store and retrieve

i

] 1dentity and Trust [ [5] Indicates where SSL should find the server's identity (certifi cat"@

Locations: key) as well as the server's trust (trusted CAs). More Info...



http://publicca.hinet.net/SSL-01.htm

fiffF— : B SHA 256 &g

g * Y o e pEB~F SHA-1 -~ SHA 256 1838 » & &G Ao p > X5
d %% ~ i & = +%% SHA 256 i&?ﬁ‘ﬁ °
FRME
B &t A * | keystore f§
B  PublicCA G2 * 3G @ ¥ zip#h @ B (¥
B SHA256 * = =383
% EH I
B %k eCA Root 157 o (% ¢ & i > S AT Lvg)
& %JAVA HOME%\bin P 47 =
keytool -import -alias eCA -file D:\ROOTeCA_64.crt -keystore
D:\.keystore
B % % PublicCA G2 &% -
& %JAVA HOME%\bin P 47 7
keytool -import -alias PublicCAG2 -file D:\PublicCA2_64.crt -keystore
D:\.keystore
B %~ SSL RPREE* GG E -
% %JAVA HOME%\bin P 4™ 3 {7
keytool -import -alias weblogic -file D:\( K& &% crt B K5 5 7%.cer)
-keystore D:\.keystore
B {8 3 € ATfcde server 1 SSL ¥ 12 https i@ SRIE SSL 4 Hid if -

ORACLE webLogic Server Administration Console 12c —:

Change Center {8} Home Log Out Preferences Help | [+

View changes and restarts Welcome, weblogic | Connected to: wl_server

Click the Lock & Edit button to medify, add or
delete items in this domain.
Summary of Servers

Lock & Edit
Config uratio @
Release Configuration
Control- Tab

Domain Structure Aserver is an instance of WebLogie Server that runs in its own Java Virtual Machine {JVM) and -
wl server = has its own configuration.
This page summarizes each server that has been configured in the current Weblogic Ssrver
domain.
:L-—Cohaence Clusters
:L-—Machines ]
t--Virtual Hosts
;L-—Work Managers [ Customize this table
L--Startup and Shutdown Clhsses
--Deployments | Servers (Filtered - More Columns Exist)
o i
B-Ser == || Cliek the Lock & Edit pytjon in the Change Center to activats all the buttons on this page. =

12



Domain Structure

wl_server
[Et-Environment

b--wiork Managers

L--Starty p and Shutdown Clsses

Use this page to change the state of the servers in this WeblLogic Server domain. Control
operations on Managed Servers require starting the Node Manager. Starting Managed Servers
in Standby mode requires the domain-wide administration port.

]

[ Customize this table

Servers (Filtered - More Columns Exist)

[r]

--Deployments L Start Resume Suspend v
. Showing 110 4 of 4 Previous | Next
[-Services Shutdown + Restart SSL
--Security Realms [~
- [ | server & Machine State Status of Last Action
Howdol =/ [] | servert Server1 RUNNING | Mone
® Startandstop servers rver2 Server? RUNNING | Mone m
* Start Managed Servers from the
Administration Console Start Resume
Mo .o Showing 110 4 of 4 Previous | Mext
® Start Managed Servers in Admin mode Shutdown ~
® Start Managed Servers ina cluster
® Configure the domain-wide acdministration port
]
ORACLE webLogic Server Administration Console 12c —:
Change Center &) Home Log Out Preferences Record Help | Q

View changes and restaris

Click the Lock & Ediit button to modify, add or

dekete tems in this domain.

Lock & Edit

Release Configuration

Domain Structure

wl_server

[i}— Environment

i“-- Servers

-Clusters
-Coherence Clusters

:“-- Machines

t--Work Managers

iL-—Sl*:irtup and Shutdown Clhsses
--Deploy ments
[-Services

i Bl e,

Welcome, weblogic | Connected to: wl_server

Home =Summary of Servers

Server Life Cycle Assistant

(G

Restart S5L Channels

You have selected the following servers to restart S5L and channels. Press "Yes'to continue or 'No'
to cancel.

* Server2

Yes Mo

1]

ORACLE webLogic Server Administration Console 12¢

Change Center

View changes and restarts

Click the Lock & Edit button to modify, acd or

dekte items in this domain.

Lock & Edit

& Home Log Cut Preferences Recor

ol Help | Q,
Welcome, weblogic | Connected to: wl_server

Home =Summary of Servers

Messages

I 4 SSL channek have been successfully restarted, I

Release Configuration

Domain Structure

wl_server

E}-Environment

:L--Servers

i1 Clusters
-Coherence Clusters

t--Machines

-Virtual Hosts
E--Work Managers

L--Startup and Shutdown Classes

Summary of Servers

Configuration | Control

Use this page to change the state of the servers in this Weblogic Server domain. Control
operations on Managed Servers require starting the Node Manager. Starting Managed Servers
in Standby mode requires the domain-wide administration port.

!

[ Customize this table

--Deployments = Servers (Filtered - More Columns Exist)
[F-Services -
vty Bzl o Ciact e e =4
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