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Click on the steps below to create an 551 key ring and
populate it with certificates.

1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate

Key Ring File Name : &£4gRE G eni=® » 7 i3z

Key Ring Password ~ Confirm Password :
Key Size : &£4&% & > £ 2048 > & % 2048 =~ 4 4%
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Country : TW
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Create Key Ring

The first step in setting up S3SL on a server is to create the key ring.
When the key ring is created, a public/private keypair is automatically generated and stored in the key
ring.

Key Ring Information

Key Ring File r keyfile kyr Specify the name and
Mame: password for the key ring
Key Ring TR - file.

Password: Mote: You'll be referring to
Confirm Tome the key ring information you
Password: enter here in subsequent

steps as you create and
install certificates into the
key ring.

Key Size: 2048 4= Key Size iz the size of the
public/private key pair in
bitz. The larger the key
size, the greater the
encryption strength.

Mote:This Edition of
Diomino provides the ability
to generate RSA keys at
both 1024 bits and 512 bits,
in accordance with export
regulations worldwide.

Distinguished Name

|

Common Name: www test. com.tw The Distinguished Mame is
Organization: " PEEEIGARR L TSR AT the information about your
Organizational TR 4 (optional) sﬂejhat B
Unit: certificates you create.
Cityor Locality. " &1bmH 4 (optional) MNote: Make sure the
State or Province: 1 (no abbreviations) Common Name matches
FTW - ftwo charact code) the URL of your site. Some
Country: 2 (two character country code browsers check the
Commeon Mame and the
site URL. and do not allow
a connection if they don't
match.
Create Key Ring
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Confirm
Password:

Key Size:

Common Name:
Organization:
Organizational
Unit:

City or Locality:

State or Province:

Country:

T2048 471

T www test.com i
T @G A
"EHE ) (option

the key ring information you

Eey Ring Created

Your key ring has been created.

Key ring file name:
c\Program Files\IEM\Notes\Datalkeyfile kyr

The following Distinguished Name will be used for all
certificates created for this key nng:

Common name: www test com tw

PEEERIRIR L RASE AT

Organization:

Organizational unit  ZEE

City: &1t

State:

Country: W
MNext Step:-

You can now add cerificates to your key ring. Choose “Create
Certificate Reguest” from the main menu to generate a certificate
request.

&3t . (optior

- 1 (no abbreviations)
rTWJ (two character country code)

Create Key Ring |

= ~ 2Li% "Create Certificate Request ;-

’ Common Name matches
the URL of your site. Some
browsers check the
Common MName and the
site URL. and do not allow
a connection if they don't
match.
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Click on the steps below to create an SSL key ring and
populate it with certificates.

1. Create Key Ring

2. Create Certificate Request J

3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate
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|
A certificate is reguired for the public key in the key ring you created. To obtain a cerificate, you create a
certificate request, and provide it to a Certificate Authority for signing. Use this form to create the
certificate request.
Mote: Before proceeding you should read the documentation provided by the Certificate Authority you
are using to see how they require the cerificate request to be delivered.

Key Ring Information Quick Help
Key Ring File T &\Program Files\IEM\Notes\Datalkeyfile kyr Specify the key ring file.
Mame

Mote: The key ring
contains the Distinguished
Mame information that will
be included in the
certificate request.

AETLITINCOLE = L= O TGO
Log Certificate rYESJLI Log certificate requests for
Request future reference.

Mote: Choose "View
Certificate Request Log™ in
the main menu page to see
a listing of all logged

requests.
Method {* Paste into form on CA's site Choose how to submit the
" Send to CA by e-mail certificate request to the
Certificate Authority.

Mote: The "Faste™ method
1= recommended if it iz
supported by the Certificate
Authority you are using.

Create Cerificate Request |
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Waring: &n application that is not IBM Notes or Doming may
be prompting ywon for this passeard . If won do not kaow the
gomrze of thiz prompt, providing a password may be a sscurity
rizk.
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Certificate Request Created

Your certiicate request has been created.

The Distinguished Name in this certificate request
SubjectCountry: TW

SubjectCity: &dkF

SubjectOrg: FEESEREEELIERSTLT
SubjectlrgUnit: EHE

Subjectlommonilame : wwW.test.com. tw

Below i= your certificate request in PKCS format. Copy the request to
the clipboard by selecting all the text. including the BEGIN and END
- Y

24 J.FLI'. rh E 30AWD4 2uE4dHEACTIPghbVE
Y Th

————— END NEW CERTIFICA

Mext Step:

After copying the request to the clipboard, choose "Request Server Certificate™
from the main menu of the Cerificate Authonty Web site to submit the request..
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Click on the steps below to create an 55L key ring and

Server Certificate populate it with certificates.
Administration Gl Mg Bl
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T

Create 2. Create Certificate Reguest
Key Rings &
Certificates

3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate Into Key Ring

L. View 1
Certificate Request
Log You can also quickly create a key ring
= with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate

X eCAREBHE
Certificate Label : # 3# » RO0TeCA
Certificate Source : iE# File
File Name : eCA R & i ¥
File Format : i # Baseb4 encoding
B 15 83 T Merge Trusted Root Certificate into Key Ring | I_ﬁa?] »RFE o
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Install Trusted Root Certificate

Use this form to install the Certificate Authority Trusted Root certificate into the server key ring. If you haven't already
done so, first obtain the Certificate Authority Trusted Root certificate by choosing "Accept This Authaority In Your Server”
from the main menu of Certificate Authority Web site. Note: This step of installing the Certificate Authority Trusted
Root certificate into your server key ring is recommended before installing certificates signed by this Certificate

Authority into the key ring.

Key Ring Information
Key Ring File j‘[::T.F"rcl-gram Files\IBEM\Notes\Data\keyfile kyr
Mame

— e
Certificate Label ROOTeCA

Certificate Source  * File

" Clipboard
File Name rC:IHDDTeGA_Bﬂ-.crtJ
File Format (¥ Base 64 encoding

" Binaryfile format

Merge Trusted Root Cerificate into Key Ring |

Quick Help
Specify the key ring file.

The identifier you'll see for
this cerificate when you
choose “View & Edit Key
Ring” from the main menu.

The source of the certificate
can be from a file or from
the clipboard.

The name of the file
containing the CAs Trusted
Root certificate.

Base 64 encoding is most
common. Binary format is
used by some CA's (e.g..
CAs based on the Microsoft
CA Server).

Pazsword Input E

Input pagzwrord for o\Poogram Files U BM W otes\Datahkeyrdfile o | QK I

I EEEFEE S

Waring: &n application that is not IBM Notes or Doming may
be prompting ywon for this passeard . If won do not kaow the
gomrze of thiz prompt, providing a password may be a sscurity
rizk.
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Merge Trusted Root Cerhificate Confirmation

This certificate will be merged into your key ring as a Trusted Root. Check the
information below. then click OK to install the certificate. or Cancel to stop the
operation. Cancel
Key ring file name:

c:\Program Files\|IEM\Notes\Data\keyfile lkyr

Certificate Informmation:

Certificate Subject: Certificate Issuer:
SubjectCountry: TW lesuerCountry: TW
SubjectOrg: Chunghwa Telecom Co., Ltd. lzsuerCrg: Chunghwa Telecom Co., Ltd.
SubjectOrglnit: ePKl Root Certification lssuerCrglnit: ePKl Root Centification
Authority Authority

StartDate: 12-20-2004 02:371 GMT

EndDate: 12-20-2034 02:31 GMT

Certificate received into key ring and designated as tmsted root

The trusted root certificate has been merged into your key ning.
Mext Step:

You can now install cerificates signed by this CA into yvour key
ring. To obtain your certificate, go to the LIRL provided by vour
CA, or choose "Pick Up Certificate™ from the Certificate Authority
site and provide the Pickup |D of the signed cerificate.

7 ~ f = g:E "Install Trusted Root Certificate into Key Ring > % %
PublicCA G2 ®» #5% » 4eeCA R G HF = %ﬁﬂ? °
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Install Trusted Root Certificate

Llze thiz form to install the Certificate Authority Trusted Root certificate into the server key ring. fyou haven't already
done so, first obtain the Certificate Authority Trusted Root certificate by choosing "Accept This Authority In Your Server”
from the main menu of Certificate Authority Web =zite. Mote: This step of installing the Certificate Authority Trusted
Root certificate into your server key ring is recommended before installing certificates signed by this Certificate
Authority into the key ring.

Quick Help
Key Ring File - c\Program FilesEM\Notes\Data\keyfile kyr 4 Specify the key ring file.
Name
Certificate Label ' PublicCAZ 4 The identifier you'll see for
this certificate when you
choose "View & Edit Key
Ring” from the main menu.
Certificate Source ™ File The source of the certificate
" Clipboard can be from a file or from
the clipboard.
File Mame J-lIZ::‘.F’ul:blil:r(.‘-ﬁ«E_E»d.u:rtJ The name of the file
containing the CAs Trusted
Root certificate.
File Format {* Base 64 encoding Base 64 encoding is most
" Binary file format commeon. Binary format is
used by some CA's (eg.,

CAs based on the Microsoft
CA Server).

Merge Trusted Root Cerificate into Key Ring |

Merge Trusted Root Cerhificate Confirmation

This certificate will be merged into your key ring as a Trusted Root. Check the
information below. then click OK to install the certificate. or Cancel to stop the
operation.
Key ring file name:

c:\Program Files\|IEM\Notes\Data\keyfile lkyr

Cancel

Certificate Informmation:
Certificate Subject: Certificate lssuer:
SubjectCountry: TW lesuerCountry: TW

SubjectOrg: Chunghwa Telecom Co., Ltd. lzsuerCrg: Chunghwa Telecom Co., Ltd.
SubjectOrglnit: Public Certification Authority  IssuerOrgUnit: ePK] Root Cenification
-G2 Authority

StartDate: 12-11-2014 08:571 GMT

EndDate: 12-11-2034 08:51 GMT

= ~ B3 TInstall Certificate into Key Ring > & » G Z %% % -
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4 . Click on the steps below to create an S5L key ring and
Server Certificate populate it with certificates.

Administration 1. Create Key Ring.

Create 2. Create Certificate Request
Iéey lllfings &
rtificat
el 3. Install Trusted Root Certificate into Key Ring

View & Edit ; .
Key Rings 4. Install Certificate Into Key Ring

. View
Certificate Request
Log You can also quickly create a key ring
f - with a self-certified certificate for testing purpaoses.

Create Key Ring with Self-Certified Certificate

% % SSL &5 %

Certificate Source : iE# File

File Name : SSL & # ez 2 iz %

B 16 8LiE Merge Certificate into Key Ring | 1§i§]/\ DA o

Install Certificate into Key Ring

The Certificate Authority will notify when your signed cerificate is ready. The specifice depend on the Cerificate
Authority, but typically you will receive an e-mail specifying a URL where you can pick up the cerificate. Once you
have obtained the signed certificate, this form lets you install it into your key ring. Note: Before installing this
cerificate, it is recommended that you install the certificate of the signing Certificate Authority in your key ring as a
Trusted Root. If you haven't already done so, choose "Accept This Authority In Your Server” from the main menu of
the Certificate Authorty Web site to obtain the CA certificate.

Quick Help

Key Ring File rc:IF'rogram Files\EM\Motes\Data'\keyfile.kyr Specify the key ring file.

MName

Certificate Source ™ File The source of the certificate
" Clipboard can be from a file or from

the clipboard.

File Name " C\B7BCB6D616FASEFEFCI5DD51 FASEDZ2CD . cery The name of the file that
holds the signed certificate.

| Merge Certificate into Key Ring I

FERT M > T 0K
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Merge Signed Certificate Confirmation

The certificate will be merged into your key nng. Check the information below. then

click OK to install the certificate, or Cancel to stop the operation.

Key nng file name:
c\Program Files\IBM\Notes\Data\keyfile. kyr

Cancel

Certificate Information:

Certificate Subject: Certificate Issuer:
SubjectCountry: TW lzsuerCountry: TW
SubjectCity: 516 lssuerOrg: Chunghwa Telecom Co., Ltd.

SubjectOrg: PHEE{SE{GBRE-S T &g 54078 lzsuerOrglinit: Public Certification Autharity - G2
SubjectOrgUnit FHEE
SubjectCommonMName: www test com tw

StartDate: 04-13-2018 03:31 GMT

EndDate: 04-12-2020 03:31 GMT

Cerhficate received into key ring

The certificate ha=s been merged into your key ning.
MNext Step:

You are now ready to enable 3501 on your server. See "IBM
Domino Administrator Help® for more information about setting
up your Server to use S5L.
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